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Section 1: Permissions

User Administration

NOTE: Multiple SAP Concur product versions and UI themes are available, so this
content might contain images or procedures that do not precisely match your
implementation. For example, when SAP Fiori Ul themes are implemented, home
page navigation is consolidated under the SAP Concur Home menu.

Section 1: Permissions

A company administrator may or may not have the correct permissions to use this
feature. The administrator may have limited permissions, for example, they can
affect only certain groups and/or use only certain options (view but not create or
edit).

If a company administrator needs to use this feature and does not have the proper
permissions, they should contact the company's SAP Concur administrator.

In addition, the administrator should be aware that some of the tasks described in
this guide can be completed only by SAP Concur. In this case, the client must initiate
a service request with SAP Concur support.

Section 2: Overview

The user administration section of Company Administration is used by Travel,
Expense, Invoice, and Request administrators to add new users and modify user
profiles. The user administration page contains the fields used on the Employee
Profile form in Expense and/or the Travel Preferences fields from Travel. The fields
displayed will vary depending on the user role selected for the new user.

NOTE: The User administrator can be restricted from editing their own user profile.
To enable this setting, contact SAP Concur support to have the appropriate
module property updated.

The User Permissions functionality allows administrators to assign Travel, Expense,
Invoice, Analysis/Intelligence, and Request user roles. This feature is available to
users with the Role Administrator Expense role or Permissions Administrator or
Company Administrator (Travel) roles.

NOTE: This guide covers the functionality of the User Administration - Add a User
and User Permissions links. For information on the other links under User
Administration, refer to the Concur Travel: Company Administration User
Guide.
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Section 2: Overview

User Administration in Travel, Expense, Invoice, and Request

Administering users can now be controlled by the type of user, allowing for
administrators that can access only Travel users, and administrators that can access
only Expense, Invoice, or Request users.

NOTE: This feature does not prevent the client from administrating all types of users

at one time under a single role; instead this feature provides an additional
method of dividing the responsibility of administering users.

User Administration Related Roles and Access

The user assigned the Employee Administrator role has access to the User
Administration menu and access to the Expense, Invoice, and Request-related
users and functions:

Expense/Invoice/Request user search
Expense/Invoice/Request User role check boxes*
Expense/Invoice/Request Approver role check boxes*
Expense/Invoice/Request Settings

Primary fields on the user details page

Can view users from their assigned employee groups and employee group
configurations when using the Expense Advanced Filters

Can view and optionally edit and register a car on behalf of a user
Can be restricted to read-only access for auditing purposes
* Check boxes can be removed from display to prevent assignment by the

role — refer to Suppressing Assignment of Roles Using Role Check Boxes in
User Details in this document for more information.

The user assigned the User Administration role has access to the User
Administration menu and access to the Travel-related functions:

Travel user search

Travel Wizard User role check box
Travel Settings

Primary fields on the user details page

Can view users from all groups unless the Divisional View setting restricts
them to only employees in groups they are a member of

Can be restricted to read-only access for auditing purposes

TIP: Provide both the Employee Administrator and the User Administration roles for
administrators that need access to Travel, Expense, Request, and/or Invoice users.
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Section 2: Overview

ROLE HIERARCHY

The various user administration roles have greater and lesser amounts of control
over user accounts. If a user is assigned more than one user administration role, the
role with the highest amount of control determines the user's access, and the lower
roles are not applied.

The user administration role hierarchy, from greatest control to least, is:
1. User Administration/Employee Administrator
2. Employee Maintenance
3. User Admin (read only)/Employee Administrator (Read only)

4, Password Administrator

Role Assignment: Access and Related Product Assignments

When assigning either the Role Administrator or Permissions Administrator roles,
keep in mind the following logic used by the system to assign the role within other
modules as well.

e Role Administrator: A user with the Role Administrator role has access to
the User Permissions menu and access to the Expense, Invoice,
Request, and Reporting tabs.

¢+ ASSIGN: Assign from the Expense, Invoice, Request or Reporting
tab. Assigns Role Administrator to the specified user, and additionally
assigns the Permissions Administrator role under Travel.

+ REMOVE: Remove from the Expense, Invoice, or Request tab.
Removes the role from all excepting the Permissions Administrator role
under Travel.

e Permissions Administrator: A user with the Permissions Administrator role
has access to the User Permissions menu and access to the Travel tab.

¢+ ASSIGN: Assign from the Travel tab. Assigns Permissions Administrator
to the specified user, Travel only.

+ REMOVE: Remove from the Travel tab. Removes Permissions
Administrator from the specified user, Travel only.

TIP: Provide both the Employee Administrator and the User Administration roles for
administrators that need access to Travel, Expense, Request, and/or Invoice users.

Segregating the User Administration Duties

Best Practice for user security is to segregate the duties for:
e Creating users
e Assigning roles to users

e Maintaining user roles and preferences

Shared: User Administration User Guide 3
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Section 2: Overview

Auditing records under read-only roles

| IMPORTANT: An administrator should not be able to create a user and assign
the extended user roles. The basic user roles (Expense User, Invoice User, etc.)
can be assigned on the user details page by the Employee/User Administrator.

These roles allow segregation of these duties:

Employee Administrator/User Admin: Provides access to the User
Administration function. The user can assign only the basic user roles
(Expense User, Travel User), using the check boxes in the user details page
that appears when you open a user for administration.

TIP: You can have these check boxes removed from display, preventing
assignment of these roles - see Suppressing Assignment of Roles Using Role
Check Boxes in User Details in this document for more information.

Role Administrator/Permission Admin: Provides access to the User
Permissions function.

User Maintenance/Employee Maintenance (Travel and all else,
respectively): Provides access to the User Permissions function, but without
the ability to create a new user account.

Two Frameworks for User Permissions

How user permissions are named and managed depends on the module:

Permissions: Travel and Meeting related roles are called permissions and are
managed from the Travel tab in the user permissions section.

Roles: Expense, Invoice, Analysis/Intelligence, and Request-related roles are
called roles and are managed from the Expense, Invoice, Request,
Reporting tabs in the user permissions section.

Suppressing Assignment of Roles Using Role Check Boxes in User Details

The user assignment check boxes can be removed from display to allow tighter
security control of role assignment, preventing a scenario where approval of a
substantial amount via a purchase order or expense is granted by way of role
assignment with intent to defraud.
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Section 2: Overview

The feature works by suppressing the display of the check boxes. To do this, contact
SAP Concur support, requesting that the Allow User Admin to Add/Update
Expense & Invoice Roles Console (HMC) setting be set to No.

BT BT T

If the feature is set to Yes, the

V| Travel Wizard User | Reg t User
o e checkboxes appear on the User
£ Rzquest Approves 1 Capenng baoy Details page. If the feature is set to
7] Expense Approver Authorized Support Contact No, the checkboxes do not appear.
7| voice User o] inveice Approver
Company Bl Statemant User Company Bl Stalement Approver

General Settings

Login Nams" Password” Werify Password”
(rust e suffixed with & valid demain) (Blank to leave unchanged)

PatDavis @Random\

Titke: ; Widdie Hame Hickname Last Hame” Suffec
w | Pat R Davis =

Account Activation Date Account Termination Date

D2RER014

Employes I Email Address

(reguired for Expanse, invoice o Ragquast Liser) PatDavis@randormverbs. com

PatDavis Change Picturs

Mobile Settings

Remode wipé mobie device

Non-Employee Settings

Nen-Employes User Type (eave blank for StaftEmployees)® Sponsor Name® Sponsorship Start Date” Sponsorship End Date*
|

Two Methods of Managing Roles in User Permissions

Roles can be managed by two different methods:

e By User Name: The administrator searches for the desired user, then selects
the user and the roles to assign.

e By Role: The administrator searches for the desired role, then selects the
users to assign the role to.

The interface in the user permissions section changes depending on the method
selected. However, it always contains the following elements:

e Method selection box

e Search area

e User/Role selection box

e Dual lists of roles or users

e Group area
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Section 2: Overview

The Password Manager Roles

Some clients need a user role that can update user passwords but does not have
other user administration access. To answer this need, two standard roles are
available, both called Password Manager. One role is available to clients with Travel,
and one is available to clients with Expense/Invoice/Request.

Clients with Travel and either Expense/Invoice/Request can choose how to limit
access to users by assigning one or both roles:

The role on the Travel tab in the user permissions section will grant access to
the users with the Travel feature enabled. If the Travel settings are set to use
Divisional Access, the user will only be able to view and update users in their
divisions.

The role on the Expense, Invoice, or Request tab in the user permissions
section will grant access to the users with Expense, Invoice, or Request
enabled. The administrator can select the Expense or Invoice groups (Request
uses Expense groups) the user has access to when assigning the role.

If both roles are assigned, the user will be able to view and update users that
match their Travel divisional access (if enabled) and selected Expense or
Invoice group (Request uses Expense groups).

NOTE: The users with Travel and either Expense/Invoice/Request have one password

for all applications. When any of the Password Manager roles changes a
password, it changes for all applications.

Users with these roles will see the Password Manager link on the Company
Administrator page. These roles have the following access in Password Manager:

User search functionality found in the user administration section
Modify access to the Password fields on the user details page

Read-only access to the Title, First Name, Middle Name, Nickname, Last
Name, Suffix, and Email fields on the user details page

All other fields on the user details page are hidden.
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Section 3: Available Permissions and Roles

Suppressing Access to the Password Function

A module property is available that can prevent any password changes within SAP
Concur. If the property setting is ON, all password fields in Company Admin (User
Administration or Password Administrator) become non-editable (deactivated):

Company Admin

Approval Queues
Billing Administrator
Company Locations
Crg Unit Admin
Report Admin
Text Customization
@sswurd Administrator
Manage Custom Fields
Directory Server Admin
Company Settings
Share Custom Fields
Login URL Manager

User Administration

UserAdministrat@
Add User
Self-Registration Setup
Self-Registration Approval
Send Mobile Instructions
User Permissions

Company Groups

When a new user is added - either via the import or when manually added by the
User Admin - the system provides a randomly generated 20-character password.

This feature will be helpful for customers using Single Sign On (SSO). In most cases,
the user will not know their password and the client site will not want any
administrator to have the ability to change the random password. Used in
conjunction with the existing setting for removing password access from users, this
can completely block sign on outside of the SSO validation.

Section 3: Available Permissions and Roles

The following lists contain the available permissions and roles for Expense, Invoice,
Travel, and Analysis/Intelligence. The roles are separated into tables based on the

tabs in User Permissions.
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Section 3: Available Permissions and Roles

Travel Tab

None of the Travel permissions are assigned along with a group.

Travel Tab

Permission Description

App Center Listing The user assigned this role can submit App Center listings.

Administrator This role is only assigned by SAP Concur to certain App Center
partners.

Administer Approval The user assigned this role can reassign approval requests.

Queue You can assign this permission by itself.

Agency Billing Allows users to access agency billing administration

Administrator

Billing Administrator The user assigned this role can view bills from SAP Concur.
You must assign this permission with one other administration
permission.

Company The user assigned this role can access:

Administration « Administer Approval Queue

e Authentication Administration

« Billing Administrator

e Company Locations Administration

e Corporate Ghost Cards

e Group and Shared Resources Administration

¢« Managed Meeting Center Admin (ONLY if the Third Party
Meeting Module has been enabled)

¢ Organization Unit Administration
e Permission Administrator

e Risk Management Admin (Used with Concur Risk
Management)

e Travel Policy Administrator
e User Administration

« The Manage User Apps page to restrict the User
applications in the SAP Concur App Center for their
company's users. This user can also enable Enterprise
partner applications within the SAP Concur App Center.

L) For more information, refer to the Shared: App
Center Administrator User Guide.

NOTE: When you also select the User Administration
permission, the User Permissions link becomes available in
Company Administration.
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Section 3: Available Permissions and Roles

Travel Tab

Permission Description

Company Discount The user assigned this role can add Travel site-level discounts.

Administrator This feature is available to the user when you select this

permission and the Allow Discount Editing option has been
enabled in the Company Travel Configuration for the customer
site.

Refer to the Discounts Travel Service Guide.

This permission must be combined with the Travel Policy
Administrator permission.

Company Link The user assigned this role can include/exclude links, redirect
Administrator links, and add new links to the Travel Tools page
L Refer to the Company Link Administrator Travel Service
Guide.
Company Locations The user assigned this role can enter locations for travelers to
and Maps use when searching for hotels or off-airport car locations.
Concur Meeting The user assigned this role can add credit cards to a meeting
Accountant and download payment files.

NOTE: This permission will appear only if you have enabled
Concur Meeting via the new site setup work order.

Concur Meeting Admin | The user assigned this role can access Concur Meeting
administration with the SAP Concur registration module

NOTE: This permission will appear only if you have enabled
Meeting via the new site setup work order.

Concur Meeting Allows user to access all Meeting pages except:
Planner « Travel > Agency Settings
e Travel > Form of Payment

e Tracking > Payment (the Edit link is hidden from within
the Payment page)
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Section 3: Available Permissions and Roles

Travel Tab

Permission

Corporate Ghost Card
Administrator

Description

The user assigned this role can access to the Corporate
Ghost Cards link on the Company Admin page.

NOTE: The Company Groups link and the links in the Group
Administration section are always present for anyone with
administrative privileges, but users can only edit (not add)
groups they own if they do not also have the Group and
Shared Resources Administration permission.

The standalone Corporate Ghost Card Administrator
permission will only give an option to add a new card. To view
and edit the existing ghost cards the user should also have
either one of the following permissions along with the
Corporate Ghost Card Administrator:

e Company Administration
e Group and Shared Resources Administration

NOTE: For more information, refer to the Relationship
Between Company Admin, Ghost Card Admin,
and Card Owner topic in the Divisional View
Travel Service Guide.

Custom Field
Administrator

The user assigned this role can access to the Manage
Custom Fields link on the Company Admin page.

NOTE: The Company Groups link and the links in the Group
Administration section are always present for anyone with
administrative privileges, but users can only edit (not add)
groups they own if they do not also have the Group and
Shared Resources Administration permission.

[ Refer to the Custom Text Travel Service Guide.

Data Retention
Administrator

The user is assigned this role can access the Data Retention
link on the Company Admin page and the Hold User and
Purge User buttons in User Administration.

Refer to the Shared: Data Retention Setup Guide and
the Shared: Data Retention User Guide.

Employee Maintenance

The user assigned this role can manage employees, including
assigning roles, delegates, and preferences. However, they
cannot create a new user account.

L] Refer to the User Administration in Travel, Expense,
Invoice, and Request section of this guide for more
information about assigning roles.

10
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Section 3: Available Permissions and Roles

Travel Tab

Permission Description

Group and Shared The user assigned this role can view and modify groups.
Resources

- . You can assign this permission by itself.
Administration

NOTE: If a user owns a group or is in a group that owns a
group, the user will not be able to modify that group without
this permission. Ownership of a group provides no additional
access.

Guest Booking The user assigned this role can create reservations for non-
profiled travelers.

LIl Refer to the Sponsored Guest User Travel Service Guide
and the Non-Profiled Travel Travel Service Guide.

Import Data The user assigned this role can import data from a customer
Administrator site, instead of logging into the agency site and selecting
Administration > Travel > Travel System Admin >
Import Data.

Localization Admin / Localization Admin is assigned only to SAP Concur employees;

Localization User Localization User is assigned only by a Localization Admin

Manifest Administrator | The user assigned this role can perform a multi-user clone.

This role allows companies to determine who should manage
travel on behalf of a large group.

Meeting Center The user assigned this role can test screens and
Developer Third Party documentation for a third-party meeting product with XML
integration.

NOTE: This permission appears only if you have enabled
Concur Meeting via the new site setup work order.

Online Order Form The user (TMC) assigned this role can allow its agents to
Access access to the online order form.

NOTE: This permission is visible only when the Concur Travel
Reseller module is given to the TMC by SAP Concur.

Refer to the Online Order Form Travel Service Guide.

Organization Unit The user assigned this role can create and edit organizational
Administration units.

You can assign this permission by itself.
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Section 3: Available Permissions and Roles

Travel Tab

Permission Description

Password Manager The user assigned this role can update passwords for Travel
users.

User will have read only access to the following fields on the
user details page in User Administration: Title, First Name,
Middle Name, Nickname, Last Name, Suffix, and Email.

Preventing Access: A module property is available to restrict
this role from changing passwords - contact SAP Concur
directly to have the Password Access Restriction feature
activated.

NOTE: The users with Travel and either Expense or Invoice
have one password for all applications. When any of the
Password Manager roles changes a password, it changes for all

applications.
Permission The user assigned this role can access the User Permissions
Administrator menu and the Travel tab.

NOTE: This role is automatically assigned when the Role
Administrator role is assigned via Expense, Invoice, and

Request.
Profile Sync The user assigned this role can update and retrieve passwords
Administrator from the Profile Sync Configuration page.
Profile User The user assigned this role can update their profile only and

not have access to the Travel booking wizard.

NOTE: When a site is created, the 'ALL' group is automatically
added to the Travel Wizard User permission. You must
manually remove the 'ALL' group from this permission if you
do not want travelers to have access to update both their
profile and make a reservation.

Make sure the Project team has access to the booking wizard
for testing purposes by creating another Group for that team
and granting the appropriate permissions.

Report Admin The user assigned this role can define who has access to
reports.

Ll Refer to the Travel Reporting User Guide.
You can assign this permission by itself.

Report User The user assigned this role can view reports.

You must assign this permission in order for users to view
company reports; however, you must also assign individual
reports in the Report Admin.

Ll  Refer to the Travel Reporting User Guide.
You can assign this permission by itself.

12 Shared: User Administration User Guide
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Section 3: Available Permissions and Roles

Travel Tab

Permission Description

Risk Management The user assigned this role can use the Concur Risk
Admin Management feature.

Ll Refer to the Authorization Request: Risk Management
User Guide for more information.

Self-assigning The user assigned this role can assign themselves as an
Assistant assistant.

If you assign this permission to a user or group, those users
can select a traveler to assist.

Self-Registration The user assigned this role can approve the self-registrations
Approver within his/her own company.

Refer to the Self-Registration Travel Service Guide.

Sponsor The user assigned this role can be assigned as the sponsor for
the guest user.

Refer to the Sponsored Guest User Travel Service Guide.

Travel Agent The user assigned this role can access Expert Agent (XA), if
you have also assigned the Company Administration
permission.

With this permission:

e The Travel System Admin link may be displayed but will
only provide data based on the backend setup.

« The Import Data link will appear within Company
Administration.

Travel Meeting Center | The user assigned this role can use a third-party meeting
Admin Third Party product with XML integration administrator screens; allows
Concur Meeting administration without the SAP Concur
registration module.

NOTE: This permission will appear only if you have enabled
Concur Meeting via the new site setup work order.

Travel Meeting Center | The user assigned this role can access meetings to which they
User are invited (this is for both third-party and Concur Meeting
products).

NOTE: This permission will appear only if you have enabled
Concur Meeting via the new site setup work order.

Travel Policy The user assigned this role can administer Travel Policy.
Administrator You can assign this permission by itself.
Assigning this permission provides access to:

e E-Receipt Admin

e Travel Admin

e Travel Rule Builder

e Travel Reporting

e Travel Templates (administering for all users)

Shared: User Administration User Guide 13
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Section 3: Available Permissions and Roles

Travel Tab

Permission Description
¢ Credit Card BIN Restrictions
e Unused Tickets

e Meeting Center Admin
NOTE: This link appears if you have assigned Meetings
Admin permission or Travel Meeting Center Admin Third
Party permission.

o Manage Corporate Discounts
NOTE: This link appears if you have assigned both this
permission and the Company Discount Administrator
permission.

Travel Wizard User The user assigned this role can access to the Travel profile and
Travel Wizard to make online reservations.

This permission is automatically assigned to ALL (group).

UI Preview The user assigned this role can preview the enhanced user
interface.
User Administration The user assigned this role can modify and add Travel users.

Assigning this permission provides access to:

e Add User

o Self-Registration Setup

o Self-Registration Approval

« Send Mobile Instructions

¢ Company Groups
NOTE: A user assigned the User Administration
permission will be able to see but not use Company
Groups (User Administration section of the left menu)

unless the user is also assigned the Group and Shared
Resources Administration permission.

NOTE: Users assigned to this permission will be able to
assign employees to Company Groups and Rule Classes
which could result in granting them user permissions
which are enabled for such Company Groups and Rule

Classes.
User Admin (Read The user assigned this role can view but not change any user
Only) information, including passwords; the user can view using the

User Admin page but cannot access the user's profile.

NOTE: If the user also has Employee Maintenance or Sponsor
permission, those permissions take precedence this

permission.
Virtual Payment Allows users to manage Virtual Payments (Conferma)
Administrator s . .
L  Refer to the Virtual Payment (Conferma) Travel Service
Guide.
14 Shared: User Administration User Guide
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Travel Tab

Permission

Web Services
Administrator

Section 3: Available Permissions and Roles

Description

The user assigned this role can:

¢ Access the Partner Application Administration page to
register or enable partner applications to access the
company’s data using the SAP Concur web services. The
partner applications are required for some integrations,
and do not appear in the SAP Concur App Center.

e Access the Manage User Apps page to restrict the User
applications in the SAP Concur App Center for their
company's users.

« Enable Enterprise partner applications within the SAP
Concur App Center.

L For more information, refer to the Shared: App Center
Administrator User Guide.

zAuto-Cancel User

The user assigned this role can test general functionality in
Concur Travel.

Reservations made by users with this permission:
o Will not have custom PNR finishing remarks added

« Will not be queued to any queues defined in the Agency
Configuration

e Will not show in reports
o Will be auto-canceled in the GDS after 4 hours

zDemo/Training/
Practice User

The user assigned this role can test the integration between
Concur Travel and other SAP Concur products.

Reservations made by users with this permission:
« Will generate “"demo” e-tickets and e-receipts
¢ Will not have custom PNR finishing remarks added

o Will not be queued to any queues defined in the Agency
Configuration

¢ Will not show in reports
« Will be auto-canceled in the GDS after 4 hours

When applied to a login ID, the SAP Concur standard invoicing
practices will apply unless you utilize the non-invoiced policies.

Access additional information via the SAP Concur support
portal.

NOTE: In emergency situations, you can use the agent
claimed remark to prevent bookings made with Z Demo
permission from being auto-cancelled.

Shared: User Administration User Guide
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Section 3: Available Permissions and Roles

Expense Tab

Expense Tab

Role

Description

Product Area

App Center Listing The user assigned this role can submit App Shared with
Administrator Center listings. This role is only assigned by two or more
SAP Concur to certain App Center partners. SAP Concur
products
Attendee Administrator | The user assigned this role can view, modify, | Shared with
and activate or inactivate any attendee two or more
record in the system. SAP Concur
Group-aware: When assigning this role, one | Products
or more groups must be selected.
Attendee Administrator | The user assigned to this role is considered a | Shared with
(Read only) read-only auditor. The user can access and two or more
view but not modify and activate or SAP Concur
inactivate an attendee record in the system. products
Group-aware: When assigning this role, one
or more groups must be selected.
Authorized Approver This is special approver role, which is not Expense
assigned the same way as other roles.
Refer to the Expense: Workflow -
Authorized Approvers Setup Guide.
Budget Administrator The user assigned this role configures the Shared with
Fiscal Calendar, Budget Categories, Budget two or more
Tracking Fields, Budget Items, and Budget SAP Concur
Settings. The Budget Administrator can see products
the budget amounts as configured in the
Budget Items, but not the budget actuals as
is shown in the dashboards. Budget
Administrators have access to all budget
items within an entity.
Ll For Budget documentation, refer to the
Shared: Budget Setup Guide.
Budget The user assigned this role approves Shared with
Approver/Manager invoices, purchase requests, and expense two or more
reports and can view budgets in the budget SAP Concur
dashboards. The Budget Approver does not products
have access to the budget configuration
information.
L For Budget documentation, refer to the
Shared: Budget Setup Guide.
Budget Owner The user assigned this role owns the budget Shared with
and can view budgets in the dashboards. The | two or more
Budget Owner does not have access to the SAP Concur
budget configuration information. products
[ For Budget documentation, refer to the
Shared: Budget Setup Guide.
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Section 3: Available Permissions and Roles

Expense Tab

Role Description Product Area

Budget Viewer The user assigned this role views budgets in Shared with
the dashboards. There can be one or several | two or more
budget viewers. The Budget Viewer does not | SAP Concur
have access to the budget configuration products

information.

L For Budget documentation, refer to the
Shared: Budget Setup Guide.

Card Program The user assigned this role manages the Expense
Administrator company's purchase card program and
statement periods.

Group-aware: When assigning this role, one
or more groups must be selected.

Central Reconciliation The user assigned this role processes Expense
Processor (matches) invoice transactions associated

with requests generated within the Request

product.

Group-aware: When assigning this role, one
or more groups must be selected.

Client Expense This custom role is not available to all Expense
Administrator clients; availability is based on the client
configuration.

It combines permissions from the Expense
Configuration Administrator role and the
Shared Configuration Administrator.

The user assigned this role can access these
options (some may allow add/edit; some may
be view-only):

¢ Accounting administration
e Audit rules

e Car configuration

e Email reminders

o Exceptions

e Expense Types

e Locations

e Policies

e Travel allowance

e Workflows

Company Bill The user assigned this role approves Expense
Statement Approver statement reports. This user must also be
assigned the Expense Approver role.

L Refer to the Expense: Company Bill
Statement Reports Setup Guide.
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Expense Tab

Role Description Product Area
Company Bill The user assigned this role views and Expense
Statement Processor updates statement reports in Expense

Processor. This user must also be assigned

the Expense Processor role.

Group-aware: When assigning this role, one

or more groups must be selected.

L] Refer to the Expense: Company Bill

Statement Reports Setup Guide.
Company Bill The user assigned this role views statement Expense
Statement Processor reports in Expense Processor in read-only
(Audit) format. This user must also be assigned the

Expense Processor (Audit) role.

Group-aware: When assigning this role, one

or more groups must be selected.

Refer to the Expense: Company Bill

Statement Reports Setup Guide.
Company Bill The user assigned this role views, updates, Expense
Statement Processor and deletes statement reports in Expense
Manager Processor. This user must also be assigned

the Expense Processor Manager role.

Group-aware: When assigning this role, one

or more groups must be selected.

L]  Refer to the Expense: Company Bill

Statement Reports Setup Guide.
Company Bill The user assigned this role reviews and Expense
Statement User submits the purchasing card transactions in

the statement reports. This user must also be

assigned the Expense User role.

L] Refer to the Expense: Company Bill

Statement Reports Setup Guide.
Company Info The user assigned this role can update the Shared with
Administrator Company Info section of the home page. two or more

SAP Concur
products

Concur Mobile User Do not use; is not associated with the

SAP Concur mobile app.
Cost Object Approver This is special approver role, which is not Expense

assigned the same way as other roles.

Refer to the Expense: Workflow — Cost

Object Approvers Setup Guide.
Data Retention The user assigned this role views and Shared with
Administrator configures the data retention policy for the two or more

company and can hold and purge individual SAP Concur

users. products
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Expense Tab
Role

Digital Compliance
Administrator

Section 3: Available Permissions and Roles

Description

The user assigned this role views the E-
Bunsho Timestamp validation tool.

Product Area

Expense

Employee
Administrator

The user assigned this role can add and
manage employees, including assigning roles,
delegates, and preferences.

The user can only assign the basic user roles
(Expense User, Travel User), using the check
boxes on the User Details page. They may
also view and optionally edit and register cars
on behalf of a user.

Group-aware: When assigning this role, one
or more groups must be selected.

Refer to the User Administration in
Travel, Expense, Invoice, and Request
section of this guide for more information
about assigning roles.

Refer to Expense: Car Configuration
Setup Guide for information about
configuration and managing cars for the user.

Shared with
two or more
SAP Concur
products

Employee
Administrator (Read
Only)

The user assigned to this role is considered a
read-only auditor. The user can view but not
add or edit employee records.

Group-aware: When assigning this role, one
or more groups must be selected.

[ Refer to the User Administration in
Travel, Expense, Invoice, and Request
section of this guide for more information
about assigning roles.

Shared with
two or more
SAP Concur
products

Employee Maintenance

The user assigned this role can manage
employees, including assigning roles,
delegates, and preferences. However, they
cannot create a new user account.

Group-aware: When assigning this role, one
or more groups must be selected.

L Refer to the User Administration in
Travel, Expense, Invoice, and Request
section of this guide for more information
about assigning roles.

Shared with
two or more
SAP Concur
products

Expense Approver

The user assigned this role can approve
expense reports within an assigned group.

NOTE: This approver is also automatically
assigned as the Travel Approver if the
employee is a Travel user.

Expense

Shared: User Administration User Guide 19
Last Revised: October 14, 2023
© 2004 - 2024 SAP Concur All rights reserved.



Section 3: Available Permissions and Roles

Expense Tab

Role Description Product Area
Expense Cash Advance | The user assigned this role can view, issue, Expense
Administrator and manage cash advance requests.

Group-aware: When assigning this role, one

or more groups must be selected.
Expense Company The user assigned this role can: Expense
Card Administrator « Assign and unassign company cards

e Map expense types to merchant category
codes

Group-aware: When assigning this role, one

or more groups must be selected.
Expense Configuration | This role is intended to be assigned to Expense

Administrator

and used by SAP Concur internal staff
only, with few exceptions.

The user assigned this role can fully
manage (add, edit, delete):

e Expense group configurations

e Policies

e Expense-based forms and fields,
validations, and vendor lists

e Expense report and authorized approver
workflows

e Audit rules

e Expense types and expense categories

¢ Payment types

e Account codes

o Exceptions

¢ Car configuration and reimbursement

¢ Receipt handling, including payment hold,
scan configurations, receipt limits, and
receipt imaging

e Email reminders

e Reimbursement currencies

e Offline settings

e Configuration change log (view only)

e Taxability and Deductibility Calculation
Service

Group-aware: When assigning this role, one
or more groups must be selected.

NOTE: This role is generally assigned with
the Shared Configuration Administrator role.
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Expense Tab

Section 3: Available Permissions and Roles

Role Description Product Area
Expense Configuration | The user assigned this role can fully Expense
Administrator manage (add, edit, delete):

(Restricted) e Vendor list items

Authorized approvers
Audit rules
Account codes

Personal and company car rates

Receipt handling, including receipt limits,
payment hold, and scan configurations

Email reminders
« Configuration change log (view only)

Group-aware: When assigning this role, one
or more groups must be selected.

NOTE: This role is generally assigned with
the Shared Configuration Administrator
(Restricted) role.

1.
2.
3.

Expense Processor The user assigned this role: Expense

e Can view and update expense reports
within Expense Processor

e Cannot delete expense reports

The Access for Processor field limits the
reports the processor can view to these
options:

Display all reports excluding returned
Display all reports including returned

Display only reports pending processor
step and beyond

Group-aware: When assigning this role, one
or more groups must be selected.

NOTE: The user should only be assigned one
of the Expense Processor roles. If the user is
assigned multiple Expense Processor roles,
the role with the greatest level of access will
be applied. The levels of access, from highest
to lowest, are:

Expense Processor Manager
Expense Processor
Expense Processor (Audit)

Shared: User Administration User Guide
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Expense Tab

Role Description Product Area
Expense Processor The user assigned this role: Expense
(Audit)

« Can view expense reports within Expense
Processor

e Cannot update or delete expense reports

Group-aware: When assigning this role, one
or more groups must be selected.

NOTE: The user should only be assigned one
of the Expense Processor roles. If the user is
assigned multiple Expense Processor roles,
the role with the greatest level of access will
be applied. The levels of access, from highest
to lowest, are:

1. Expense Processor Manager
2. Expense Processor
3. Expense Processor (Audit)

Expense Processor The user assigned this role can view, update, | Expense
Manager and delete expense reports within Expense
Processor.

The Access for Processor field limits the
reports the processor can view to these
options:
« Display all reports excluding returned
reports

o Display all reports including returned
reports

« Display only reports pending processor
step and beyond

Group-aware: When assigning this role, one
or more groups must be selected.

NOTE: The user should only be assigned one
of the Expense Processor roles. If the user is
assigned multiple Expense Processor roles,
the role with the greatest level of access will
be applied. The levels of access, from highest
to lowest, are:

1. Expense Processor Manager
2. Expense Processor
3. Expense Processor (Audit)

Expense Proxy Logon The user assigned this role can log on to Expense
Expense and act as a proxy user for other
employees within an assigned group.

Group-aware: When assigning this role, one
or more groups must be selected.

Expense Receipt The user assigned this role can update the Expense
Processor receipt status for an expense report.
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Section 3: Available Permissions and Roles

Role Description Product Area
Expense User The user assigned this role can create and Expense
submit expense reports and cash advances if
those features are used by the user's
company.
Extract Administrator Special role assigned by the SAP Concur Expense
Implementation department to clients who
are transitioning from the Standard Edition to
the Professional Edition.
This role provides access to the File Export
Configuration tool.
Fringe Benefits Tax Along with the Tax Administration role, the Expense
Administrator user assigned this role can manage fringe-
benefit tax.
Import/Extract This role is intended to be assigned to Shared with
Administrator and used by SAP Concur internal staff two or more
(formerly Integration only. SAP Concur
Administrator) A user assigned this role can: products
« Manage (add, edit, delete) import,
extract, archive, and reporting
consolidation jobs
e Schedule jobs
e View the system log
Import/Extract Monitor | A user assigned this role can view: Shared with
(formerly Integration « Details of import, extract, archive, and two or more
Administrator - reporting consolidation jobs SAP Concur
Restricted) products
e Job schedule
e System logs
Depending on configuration, this user may
also be able to:
e Upload import files
o Download extract files
Integration Manager The user assigned this role can access the Shared with
Monitor Integrations page two or more
(Administration > Tools > Monitor SAP Concur
Integrations), has the ability to browse and | products

search obligation documents, and has
permission to Retry or Send Back obligation
documents.

This role is associated with the Funds and
Grants Integration with Concur Solutions.

L For more information, refer to the
Shared: Funds and Grants Integration with
Concur Solutions Setup Guide for Professional
Edition.
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Expense Tab
Role

Integration Manager
Advanced

Description

The user assigned this role can access the
Monitor Integrations page, has the ability
to browse and search obligation documents,
and has permission to Retry, Send Back, or
Bypass obligation documents.

This role is associated with the Funds and
Grants Integration with Concur Solutions.

L For more information, refer to the
Shared: Funds and Grants Integration with
Concur Solutions Setup Guide for Professional
Edition.

Product Area

Shared with
two or more
SAP Concur
products

Integration Manager
View Only

The user assigned this role can access the
Monitor Integrations page, and has the
ability to browse and search obligation
documents, but they cannot perform any
actions for obligation documents on the page.

This role is associated with the Funds and
Grants Integration with Concur Solutions.

L For more information, refer to the
Shared: Funds and Grants Integration with
Concur Solutions Setup Guide for Professional
Edition.

Shared with
two or more
SAP Concur
products

Password Manager

The user assigned this role can update
passwords for Expense users.

User will have read only access to the
following fields on the User Details page in
User Administration: Title, First Name, Middle
Name, Nickname, Last Name, Suffix, and
Email.

Preventing Access: A module property is
available to restrict this role from changing
passwords - contact SAP Concur directly to
have the Password Access Restriction feature
activated.

NOTES:

e The users with Expense and either Travel
or Invoice have one password for all
applications. When any of the Password
Manager roles changes a password, it
changes for all applications.

e Group-aware: When assigning this role,
one or more groups must be selected.

Shared with
two or more
SAP Concur
products
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Expense Tab

Role Description Product Area

Payroll Administrator A user assigned this role can perform these Expense
actions in the Payroll Integration tool
(used by the Payroll Integration for SAP ECC,
SAP S/4HANA, and SAP S/4HANA Cloud):

e Manage Payroll Settings
e Manage Wage Types
¢ Re-send failed payroll documents

Reimbursement A user assigned this role can view Expense Shared with
Auditor Pay functionality: two or more

« Funding Accounts SAP Concur
products

o Batch Configurations

e Card Programs

o Expense Pay Settings

e Current and Historical Batch List

¢ Daily Funding and Returned Amounts

e Payment Demand List

e Report Payees List

« Employee Banking Status

Reimbursement A user assigned this role can fully manage Shared with
Manager (add, edit, delete) Expense Pay functionality: | two or more
SAP Concur

e Funding Accounts
products

o Batch Configurations
e Card Programs
o Expense Pay Settings

In addition, a user assigned this role can
view the following Expense Pay details:

e Current and Historical Batch List

¢ Daily Funding and Returned Amounts
e Payment Demand List

e Report Payees List

Only global Reimbursement Managers can
create payment demands and view:

« Employee Banking Status

Group-aware: When assigning this role, one
or more groups must be selected.
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Expense Tab

Role Description Product Area

Role Administrator A user assigned this role is granted access to | Shared with
the Expense, Invoice, and Request tabs two or more
through User Permissions. SAP Concur
Group-aware: When assigning this role, one | Products
or more groups must be selected.

Refer to the User Administration in
Travel, Expense, Invoice, and Request
section of this guide for more information.

Role Builder This role is intended to be assigned to Shared with
and used by SAP Concur internal staff two or more
only, with few exceptions. SAP Concur

products

Shared Configuration This role is intended to be assigned to Shared with

Administrator and used by SAP Concur internal staff two or more
only, with few exceptions. SAP Concur
The user assigned this role can fully products
manage (add, edit, delete):

e Feature hierarchies for Expense Reports
and Vendor Invoices
« Employee group configurations, including
assignment of the employee form
« Employee forms and fields, validations,
and custom and connected lists
e Expense and payment delegate
configurations
e Reimbursement currencies
 Imaging settings
» Accounting structure (ledgers)
e Localization tasks
« Configuration change log (view only)
Group-aware: When assigning this role, one
or more groups must be selected.

Shared Configuration The user assigned this role can: Shared with

Administrator « Access Locations (add or edit) two or more

(Restricted) ) ] ) SAP Concur

+ View, add, edit, and delete custom list products
items
« View the configuration change log
Group-aware: When assigning this role, one
or more groups must be selected.
Tax Administrator The user assigned this role can fully Expense

manage (add, edit, delete) value added tax
(VAT):

e Tax configurations
o Rates
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Section 3: Available Permissions and Roles

Role Description Product Area

Training Administrator | The user assigned this role can access the Shared with
Training Administration tool to configure two or more
client-preferred Training landing page and SAP Concur
the contents and contact information that products
displays.

Verify Administrator Can configure the Concur Verify application. Expense

Verify Reports Auditor | Can perform audit tasks within the Concur Expense
Verify Reports Audit pages.

Travel and Expense Do not use - this role is retired.

Pilot User

Travel and Expense The user assigned this role can access SAP Shared with

User Concur. The user requires an additional role two or more
(Expense User, Travel User, etc.) to access SAP Concur
SAP Concur products. products

UI Preview The user assigned this role can preview the Shared with
enhanced user interface. two or more

SAP Concur
products
Web Services The user assigned this role can: SAP Concur
Administrator Connect

¢ Access the Partner Application
Administration page to register or
enable partner applications to access the
company'’s data using the SAP Concur
web services. The partner applications
are required for some integrations, and
do not appear in the SAP Concur App
Center.

¢ Access the Manage User Apps page to
restrict the User applications in the SAP
Concur App Center for their company's
users.

« Enable Enterprise partner applications
within the SAP Concur App Center

D For more information, refer to the
Shared: App Center Administrator User
Guide.

Request Tab

Request Tab

There are several other roles available on the Request tab that are shared with other

SAP Concur products. For a definition of each, refer to the Expense roles.
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Section 3: Available Permissions and Roles

Role

Request Administrator

Description ‘

This is one of the Request processor roles.

The user assigned this role can view and fully manage virtually
all requests.

Group-aware: When assigning this role, one or more groups
must be selected.

L] Refer to the Authorization Request: Processor User Guide.

Request Approver

The user assigned this role can approve requests within their
assigned group.

Request Auditor

This is one of the Request processor roles.

This is a read-only role. The SAP Concur client can assign this
role to TMCs, to its own internal travel agent(s), or to any other
user that needs read-only access to requests.

Group-aware: When assigning this role, one or more groups
must be selected.

Refer to the Authorization Request: Processor User Guide.

Request Configuration
Administrator

This role is intended to be assigned to and used by SAP
Concur internal staff only, with few exceptions.

The user assigned this role can fully manage (add, edit,
delete) all request-related features on the Request Admin
menu.

Group-aware: When assigning this role, one or more groups
must be selected.

NOTE: This role is generally assigned with the Shared
Configuration Administrator role.

Data Retention
Administrator

The user is assigned this role views and configures the data
retention policy for the company and can hold and purge
individual users.

Request Configuration
Administrator
(Restricted)

The user assigned this role can fully manage (add, edit,
delete):

e List management

e Locations

¢ Segment types

e Travel agency offices

Group-aware: When assigning this role, one or more groups
must be selected.

NOTE: This role is generally assigned with the Shared
Configuration Administrator (Restricted) role.

Request Event
Manager

The user assigned this role can create a "master" event request
for multiple event attendees.

This role must be assigned with the Request Proxy Logon role.

Request Proxy Logon

The user assigned this role can log on to Request and act as a
proxy user for other employees within an assigned group.

Group-aware: When assigning this role, one or more groups
must be selected.
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Request Tab

There are several other roles available on the Request tab that are shared with other
SAP Concur products. For a definition of each, refer to the Expense roles.

Role Description ‘
Request User The user assigned this role can create and submit requests.
Risk Manager This permission appears only if Request is integrated with

Concur Risk Management.

Group-aware: When assigning this role, one or more groups
must be selected.

Ll Refer to the Authorization Request: Risk Management
User Guide for more information.

TMC Agent This is one of the Request processor roles.

The SAP Concur client assigns this role to one or more agents
of its Travel Management Company (TMC) or to the client's
internal travel agent(s). In some regions, it is appropriate for
the TMC Agent to access the request after the user submits it
but before the approver receives it. This way, the TMC Agent
can add/edit the segment amounts — ensuring accuracy for the
request approver.

Group-aware: When assigning this role, one or more groups
must be selected.

L Refer to the Authorization Request: Processor User Guide.

Invoice Tab

Invoice Tab ‘

There are several other roles available on the Invoice tab that are shared with other
SAP Concur products. For a definition of each, refer to the Expense roles.

Role Description

Budget Administrator The user assigned this role configures the Fiscal Calendar,
Budget Categories, Budget Tracking Fields, Budget Items, and
Budget Settings. The Budget Administrator can see the budget
amounts as configured in the Budget Items, but not the budget
actuals as is shown in the dashboards. Budget Administrators
have access to all budget items within an entity.

L For Budget documentation, refer to the Shared: Budget
Setup Guide.

Budget The user assigned this role approves invoices, purchase
Approver/Manager requests, and expense reports and can view budgets in the
budget dashboards. The Budget Approver does not have access
to the budget configuration information.

L For Budget documentation, refer to the Shared: Budget
Setup Guide.
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Invoice Tab ‘

There are several other roles available on the Invoice tab that are shared with other
SAP Concur products. For a definition of each, refer to the Expense roles.

Role Description

Budget Owner The user assigned this role owns the budget and can view
budgets in the dashboards. The Budget Owner does not have
access to the budget configuration information.

Ll For Budget documentation, refer to the Shared: Budget
Setup Guide.

Budget Viewer The user assigned this role views budgets in the dashboards.
There can be one or several budget viewers. The Budget
Viewer does not have access to the budget configuration
information.

Ll For Budget documentation, refer to the Shared: Budget
Setup Guide.

Central Receiver The user assigned this role can add, edit, and delete purchase
order receipts and receipt images. However, they cannot
transmit or process purchase orders or invoices.

Client Managed The user assigned this role can verify the output of invoices in
Capture Verifier the client-managed version of Capture Processing.

Data Retention The user is assigned this role views and configures the data
Administrator retention policy for the company and can hold and purge

individual users.

Invoice AP User The user assigned this role can create, assign, and reassign,
and delete invoices. They can also reassign a different policy to
an invoice and restore deleted invoices.

Group-aware: When this role is assigned to a user, one or
more groups must also be assigned to the user.

Note: If vendor groups have been configured through the
Vendor Employee Access feature, the Invoice AP User can be
assigned to the configured vendor groups. If vendor groups are
not configured, the AP user is assigned to the Global group by
default.

Invoice Approver The user assigned this role can to approve invoices within an
assigned group.
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Invoice Tab ‘

There are several other roles available on the Invoice tab that are shared with other
SAP Concur products. For a definition of each, refer to the Expense roles.

Role Description

Invoice Configuration This role is intended to be assigned to and used by SAP
Administrator Concur internal staff only, with few exceptions.

The user assigned this role can fully manage (add, edit,
delete):

¢ Invoice group configurations

e Policies

« Invoice-based forms, fields, and validations
e Invoice and authorized approver workflows
e Audit rules

o Expense types

e Account codes and account code hierarchy

o Exceptions

« Image handling, including scan configurations, invoice
imaging, vendor imaging

e Email reminders
e« Company Info
« Configuration change log (view only)

Group-aware: When assigning this role, one or more groups
must be selected.

NOTE: This role is generally assigned with the Shared
Configuration Administrator role.

Invoice Configuration The user assigned this role can fully manage (add, edit,
Administrator delete):

(Restricted) « Authorized approvers

e Audit rules

e Account codes

o Exceptions

o Expense types

¢ Scan configurations

e Email reminders

« Configuration change log (view only)

Group-aware: When assigning this role, one or more groups
must be selected.

NOTE: This role is generally assigned with the Shared
Configuration Administrator (Restricted) role.

Client Managed The user assigned this role can verify the output of invoices
Capture Verifier created through capture processing.
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Invoice Tab ‘

There are several other roles available on the Invoice tab that are shared with other
SAP Concur products. For a definition of each, refer to the Expense roles.

Role Description ‘
Invoice Payment A user assigned this role can fully manage (add, edit, delete)
Manager Invoice Pay functionality. This user can monitor and adjust

Invoice Pay batches and invoices scheduled for payment and
define the Checking and ACH funding accounts that are used
for payment.

Payment Release Users with this role can access the Release Payments option
Manager from the Actions menu on the Monitor Batches page.

When the Require Batches to be Released setting is
configured for Invoice Pay batches, this role allows Payment
Release Managers to manually approve/release Invoice Pay
batches in pending release status before payments are sent to
payment providers for processing.

This role can be assigned to one or more users depending on
need. Users with this role must also have the Payment Manager
role assigned.

Invoice Image The user assigned this role can update the status of receipt and
Processor invoice images.
Invoice Processor The user assigned this role:

« Can view and update invoices within Invoice Processor
e Can assignh or reassign invoices

e Can restore deleted invoices

e Cannot delete invoices

Group-aware: When assigning this role, one or more groups
must be selected.

NOTE: The user should only be assigned one of the Invoice
Processor roles. If the user is assigned multiple Invoice
Processor roles, the role with the least level of access will be
applied. The levels of access, from highest to lowest, are:

1. Invoice Processor Manager
2. Invoice Processor
3. Invoice Processor (Audit)

Invoice Processor The user assigned this role:
(Audit) « Can view invoices within Invoice Processor
e Cannot update or delete invoices

Group-aware: When assigning this role, one or more groups
must be selected.

Invoice Processor The user assigned this role can view, update, and delete
Manager invoices within Invoice Processor.

Group-aware: When assigning this role, one or more groups
must be selected.
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Invoice Tab

Section 3: Available Permissions and Roles

There are several other roles available on the Invoice tab that are shared with other
SAP Concur products. For a definition of each, refer to the Expense roles.

Role

Invoice Proxy Logon

Description

The user assigned this role can log on to Vendor Invoices and
act as a proxy user for other employees within an assigned
group.

Group-aware: When assigning this role, one or more groups
must be selected.

Invoice Purchasing
User

NOTE: This role is available only to users of Invoice.

The user assigned this role cannot create and submit invoices
but can be granted rights to change form field values to adjust
totals, etc. in Invoice Purchase Order.

Invoice Receipt
Processor

The user assigned this role:

« Can view and update invoices in Invoice Received status
within Invoice Processor

« Cannot delete invoices

Group-aware: When assigning this role, one or more groups
must be selected.

Invoice Tax
Administrator

The user assigned this role can configure and activate the Tax
Administration tool.

Invoice User

The user assigned this role can create and submit invoices.

Invoice Vendor
Manager

The user assigned this role can work with vendors, including
approving new vendors, working with the master list, and
mapping vendors.

Group-aware: When assigning this role, one or more groups
must be selected.

Purchase Order
Processor

The user assigned this role can process purchase orders in the
Purchase Request module.

Group-aware: When assigning this role, one or more groups
must be selected.

Purchase Order
Processor (Audit)

The user assigned this role can view purchase orders within the
purchase order processor and can view receipts within the
purchase order processor. However, they cannot update or
delete purchase orders or update or delete receipts.

Group-aware: When assigning this role, one or more groups
must be selected.

Purchase Request
Approver

The user assigned this role can approve purchase requests in
the Purchase Request module.

Purchase Request

The user assigned this role can process purchase requests in

Processor the Purchase Request module.
Group-aware: When assigning this role, one or more groups
must be selected.
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Invoice Tab ‘

There are several other roles available on the Invoice tab that are shared with other
SAP Concur products. For a definition of each, refer to the Expense roles.

Role Description ‘
Purchase Request The user assigned this role can view purchase requests within
Processor (Audit) the purchase request processor but cannot update or delete

purchase requests.

Group-aware: When assigning this role, one or more groups
must be selected.

Purchase Request The user assigned this role can log on to Purchase Request and
Proxy Logon act as a proxy user for other employees within an assigned
group.

Group-aware: When assigning this role, one or more groups
must be selected.

Purchase Request User | The user assigned this role can create purchase requests in the
Purchase Request module.

Receipt User The user assigned this role can enter, update, and delete
receipt data for their own purchase orders.

Reporting Tab

Reporting Tab

Role Description

Budget Role for Cognos The user assigned this role can access the Budget module in
the Analysis/Intelligence data model.

Group-aware: When assigning this role, one or more groups
must be selected.

CAS Analyst Do not use - this role is retired.

Cognos Business Author | The user assigned this role:

e Can use Analysis/Intelligence to view data for reports
submitted at all hierarchical levels within their assigned
groups (as well as any data not group-related)

« Are assigned the Business license type, which restricts
the features to which they have access

o Can:
¢ Run existing reports

+ Create new reports or modify existing basic reports
using the basic tool - Query Studio

Group-aware: When assigning this role, one or more groups
must be selected.
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Reporting Tab

Role

Cognos Consumer

The user assigned this role:

Section 3: Available Permissions and Roles

Description

o Can use Analysis/Intelligence to view data for reports
submitted at all hierarchical levels within their assigned
groups (as well as any data not group-related)

e Are assigned the Consumer license type, which further
restricts the features to which they have access

e Can run existing reports, with read-only access

Group-aware: When assigning this role, one or more groups
must be selected.

Cognos Professional
Author

The user assigned this role:

o Can use Analysis/Intelligence to view data for reports
submitted at all hierarchical levels (no group assignment
required)

o Are assigned the Professional license type, which allows
access to all features

o Can:
+ Run existing reports

+ Create new reports or modify existing basic reports
using the basic tool - Query Studio

+ Create new reports or modify existing basic reports
using the advanced tool - Report Studio

¢ Schedule automatic report run

Group-aware: When assigning this role, one or more groups
must be selected.

Consolidation
Configuration
Administrator

This role is used by companies using the Reporting Database

The user assigned this role:

that wish to consolidate the data from the current version
and previous versions.

« Maps expense types and custom fields to a single
consolidated definition

e Can adjust other consolidation settings

NOTE: This role does not include access to
Analysis/Intelligence.

Dashboard User

Retired - do not use
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Section 4: User Administration Page

This feature requires the User Administrator employee role.

Before You Begin

Before using the user administration section, the Employee Profile form must be

configured.

| Refer to the Expense: Forms and Fields Setup Guide for more information on

configuring the employee form.

Accessing User Admin
1. Click Administration > Company > Company Admin.

2. Click User Administration (left menu).

SAP Concur E Requesis Travel Expense Invoice Approvals Reporiing - App Center

Administration = | Help ~

Links -

Profile ~ &

Company «
Company Admin Home

Company Admin
Approval Queues
Billing Administrator
Company Locations
Menu Administrator
Org Unit Admin
Report Admin
Text Customization
Secur

Calendar Integration Admin
Company Settings

Share Custom Fields
Login URL Manager

User Administration
TS

Self-Registration Setup
Seli-Registration Approval
Send Mobile Instructions
User Permissions
Company Groups

Travel Administration

Request

Expense + Invoice

User Administration

© Add New User Import Users
¥l Snow Fitters
Filters

& Use Travel Advanced Filters () Use Expanse Advanced Filters

Manager: Org. Unit: Lacation

Aivansgers v | (Y &

¥ || All Locations ¥

S UserStafus  Max Results
Password Administrator
Acve  Y[25 ¥
Manage Custom Fields
Saarch Text Search What

Name, Email, Log-in v

Columns To Display

@l Login ID# Managerl#| Org. Uniti#| Job Title

User List for company: CommaSavvy

Please search for an employee. You can click on a letter to find all employees with that last name.
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Searching for Existing Users

The User administrator can search for existing Travel or Expense users. Users with
access to both applications will appear in either search.

Searching for Employees Without Managers
The Managers field in the search options is used to find employees that do not have
a manager/approver assigned.

¢ When Expense Advanced Filters is selected, the No Manager option in the
Managers field will cause users who meet all the other search criteria and do
not have an Expense manager/approver to display.

e When Travel Advanced Filters is selected, the No Manager option in the
Managers field will cause users who meet all the other search criteria and do
not have a Travel manager/approver to display.

e Select the All Managers option in the Managers field to display users
regardless of whether they have a manager assigned.

Searching for Test Users

The Expense Test Users field in the search options is used to include or exclude
employees of type Test User if any users of this type exist in the system (that is, it
will not appear is the system does not detect one or more Test Users).

e All Users: The filter is ignored, and all test users are returned.

¢ Exclude Test Users: Return the search results without including any Test
Users.

e Only Test Users: Include only Test Users in the results of the search.
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P To search for Expense users:

1. On the User Administration page, select (enable) the Show Filters check

box to view the search fields.

[+] Add Mew User

Showy Fitters

Filters

Import Users

Org. Unit:
Al

Manager:

All Managers El m

Uzer Status Max Results
Active E| 25 El
Search Text

User Administration

@ Uze Travel Advanced Fiters () Use Expense Advanced Fikers

El All Locations El

Search Whiat
Matme, Email, Log-in

Location

2. Select Use Expense Advanced Filters.
Filters

I U=e Travel Advanced Filter

Manager: Employee Group Configurstion:  Expense Test Users
&1 Managers &l Users | Can Access Al Lsars B

zer Status hax Results
Active E| 25 E|

Search Text Search What

Mame, Email, Log-in E|
NOTE: The Expense Employee Administrator role is required in order to see
the Expense search filters.
3. Enter the search criteria.
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4. Select (enable) the check boxes next to the desired columns to display.

Columns To Display

Login ID Manager Employes Group Configuration Email Employes ID

5. Click Search.

» To search for Travel users:

1. On the user administration page, select (enable) the Show Filters check box

to view the search fields.

[+] Add Mew User  Import Users

Showy Filters

Filters

hanager: Qg Unit:
All Managers E| m Al

Uzer Status hlax Results
Active E| 25 E|

Search Text

@ Use Travel Advanced Fiters () Use Expense Advanced Filters

Location

E| All Locations E|

Search Whiat
Matme, Email, Log-in E|

2.

Select Use Travel Advanced Filters.

Filters

@se Trawvel Advanced F@ TIUze Expense Advanced Fiters
Marnager: org. Lnit: Location

Al

E| All Locations El

All Managers El m

=er Status hax Results
Active E| 25 E|
Search Text Search What

Mame, Email, Log-in
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3. Enter the search criteria.

4. Select (enable) the check boxes next to the desired columns to display.

Columns To Display

+| Login ID|¥| Manager|¥| Org. Un'rtut:- Title

5. Click Search.

Adding New Users

The User administrator can add new Travel and/or Expense users on the View
Company Users page. The Employee Maintenance roles cannot create a new user
account.

Note the following:

e Your system configuration determines the role check boxes that are
displayed. If you are not seeing the role check boxes for all your SAP Concur
products, contact SAP Concur support to have your module properties
updated.

e If any of the required fields on the employee form are set to read-only, you
will not be able to use the user interface to create new users. You will have to
use the User Import instead. Administrators who attempt to create users with
these form settings will receive the following error: "Users cannot be created
via this UI. Please import new users."
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Adding New Users

» To add new users:

Section 4: User Administration Page

1.

On the user administration page, click Add New User on the main page or
Add User in the left menu. The user detail page appears.

Save and Motify New User

B

V] Travel Wizard User | Request User

|| Request Approver | Expense User
|| Expense Approver | Authorized Support Contact
|| Invoice User | Invoice Approver

] company Bill Statement User Company Bill Statement Approver

Employee Group Configurstion:
Development E‘

General Set‘tings
Login Name*
(must be suftixed with a valid domain)

Title First Name*
-

Account Activation Date

044152015

Employee ID

(required for Expense, invoice or Request User)

Password* Verify Password*

Middle Mame Rickname Last Mame* Suffix
Account Termination Date

Email Address

NOTE: The role check boxes - Expense User, Invoice Approver, etc. -
may be hidden to prevent assignment by the administrator - consult
your SAP Concur administrator for more information.

2. Complete the required fields.

User Roles
Field

Travel Wizard User

Description

The user is able to access Travel and book travel.

Request User

The user is able to access Request and submit requests.

Request Approver

The user is able to access Request and approve requests.
This approval may be subject to limitations.

Expense User

The user is able to access Expense and submit expense
reports.

Expense Approver

The user is able to access Expense and approve expense
reports. This approval may be subject to limitations.

Invoice User

The user is able to access Invoice and create payment
demands.

Invoice Approver

The user is able to access Invoice and approve payment

demands.
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User Roles
Field

Company Bill Statement
User

Description

The user is able to access Company Bill Statements.

Company Bill Statement
Approver

The user is able to approve Company Bill Statements

Expense Group
Configuration

Choose the group configuration that applies to the user.
This field is only available when the Expense User,
Expense Approver, Invoice User, or Invoice Approver roles
are selected.

General Settings Section

Field

Login Name

Description

User's name for logging in

NOTE: The login name must be unique across all SAP
Concur products. If a login name is currently in use in any
SAP Concur product, it cannot be assigned again unless
the original occurrence is changed. For example, assume
that a login name was assigned in error. That login name
can only be used again if an admin (either manually or via
import) renames the original occurrence, allowing the login
name to be used again.

Password and Verify
Password

Password for logging in

This is the field to use if you want to reset a password as
well.

NOTE: To allow password expiration which prompts users
to reset their passwords, you must submit a ticket to SAP
Concur support to enable the Expire Password when set
by an Administrator module property for your company.

Preventing Access: A module property is available to
restrict the ability to change passwords - contact SAP
Concur directly to have the Password Access Restriction
feature activated.

Title

User's title

First Name, Middle
Name, Last Name

User's name

The user's name should always be the name that appears
on their identification for travel purposes.

Nickname

User's nickname

Suffix

User's suffix, if applicable

Account Activation Date

Date the user record was created

IMPORTANT: This date cannot occur in the future - it
must the date of creation or earlier to prevent deactivation
of the account.

42

Shared: User Administration User Guide
Last Revised: October 14, 2023
© 2004 - 2024 SAP Concur All rights reserved.



Section 4: User Administration Page

User Roles

Field Description

Account Termination Date the user will stop using Travel or Expense
Date

If someone is leaving the company or will no longer be
traveling, set this date to the last date the person will use
the system. You can set this to a date in the past to
deactivate someone immediately.

Employee ID User's employee ID number

NOTE: This field is required if the Expense User or Invoice
User role is selected.

Email Address User's email address

On the remainder of the page, additional fields are displayed or hidden,
depending on which user role is selected and the company configuration.

Non-Employee Settings: If the company uses the Sponsored Guest User
feature, the administrator will see the Non-Employee Settings section on the
User Details page.

Non-Employee Settings

Mon-Employee User Type (leave biank for StaffEmployees) Sponsor Name® Sponsorship Start Date®  Sponsorship End Date®

2t an Employee

L For more information, refer to the Expense: Sponsored Guest User
Setup Guide.
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Travel users: For new users with the Travel Wizard User role, the Travel
Settings section appears:

Travel Settings

. Uszer is a member of these
User Group Membership graups
Mate that the user will inherit
the permissions
from the groups hefshe is in.

Sponsored Guest Lsers
Trainingg
Travel Administrators

Rule Class
Default Travel Class (Randomerbs.com) B

Employee Postion Title
Manager Name

o e

Org. UnitDivision PARLevel 2 STAR HML Profile Sync 1D

Work Address

Agsigned Location Address same as sssigned
Please choose & company location. |z| locatian

Strest

City State/ProvinceRegion Postal Code

Country
United States of America B

Phone Number
Wark Phone Wiark Extensian Wiark Fas

2ncd Yotk PhonedRemate Otfice

Home Address
Street

City StateProvinceRedion Postal Code

Country
United States of America |z|
Home Phone Email 2

B o T

NOTE: Be aware that only minimal information is required for Expense-only
users. For example, the sections for home and work address do not
appear.
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Expense and Invoice users: For new users with the Expense User or
Invoice User role, the Expense and Invoice Settings section appears:

Expense and Invoice Settings ¥4 Expense Preferences 3 Expense Delegates
Country of Residence StateProvince Ledger Reimbursement Currency
I Select ane Select one I Select ane
Cash Advance Accourt Code Driver D |= & Test User? Org Unit 1-Divizion
[DEY) Developmert

Org Unit 2-Department Org Unit 3-Region Cuztom 19-Payrall ID Choose Vendor Access Group 1
Choose Yendor Access Group 2 Choose Yendor Access Group 3 Bl Manager
Default Langusge

English (United States) El

Note the following:

+ Clients using the Email or Composite login ID method will see the Logon
ID field in the Expense and Invoice Settings section. This is the field
used to maintain the classic user interface login ID. This field may have a
different label depending on the Employee form configuration.

+ The Default Travel Agency field may appear in this section if the user
has the Request User and Expense User roles.

| For information about how to complete these fields, refer to the field
definitions on the following pages.

Request users: For new users with the Request User role, the Request
Settings section appears:

Request Settings 3 Request Appravers "4 Request Preferences

Avthorized Spprover

NOTE: If a user has the Request User role but not the Expense User role, this
area becomes a hybrid of Request Settings (shown above) and
Expense and Invoice Settings (shown previously).

| For information about how to complete these fields, refer to the field
definitions on the following pages.

3. Complete the additional fields as desired.

NOTE: To add approvers, delegates, or update preferences, you must first
save the user, then use the steps in the Modifying Existing Users
section of this guide.
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4. At this point, you can:

* Required Fields

Save and Matify New Lzer

Email Parameters

If you click Save and Notify New User, the information below is what Concur will use in the email sent to the user. Change any of the default information as needed
before you click Save and Notify New User.

From Subject
DeNatReply@eanoLrsaltions com Conour Aosaunt Information
Message Text
Dear [FIRSTHAME] [LASTHAME], Login ID = [LOGIN]
First Name = [FIRSTNAME]
Welcome to Goncur! Your Login ID is [LOGIN]. You can access the site and change your password using the following link Last Name = [LASTHAME]

Login URL = [LOGINURL]
[LOGIMURL]

After you change your password the link will immedistely expire. (t will also expire after one week)

¢ Save the information. To do so, click Save.

¢ Save the information and add another new user. To do so, click Save and
New.

+ Notify the new user via email. To do so:

e« Make any desired changes in the Message Text area (if any).
e Click Save and Notify New User.

| Refer to Emailing New Users below.

Emailing New Users

When adding a new user:

e The Save and Notify New User button appears on the top and bottom of
the page.

e The Email Parameters section appears at the bottom of the page.

The Email Parameters section contains the default text for the email sent to the
new user if the admins clicks Save and Notify New User.

Note the following:

e The button and email section appear only for new employees. They are not
available when the admin modifies existing user information.

e The default email information appears, and the admin can edit the From,
Subject, and Message Text portion of the email as desired.

Note the following:

¢+ There is no mechanism to permanently edit the email text that appears by
default. If the admin wants to make changes, they must change it for
each new user.

¢+ IMPORTANT: The email will print only 1000 characters of message text -
that includes spaces, line breaks, punctuation, etc. The field, however, will

let you enter more than that. Be sure to restrict any message text to 1000
characters total.
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Modifying Existing Users

Update General Information

» To update general information:

1.

2.

Section 4: User Administration Page

On the user administration page, locate the desired user.

3 Records Found  Get All

Last a /First Job Title 0Org. Unit Login ID Manager PROFILE
PatDavis@Rancomberhs com Browwn, Terry Fa
Defta, Dawn ddi@randomverks com Brown, Terry &
. I .
Review the user's information and make any needed updates.
.
Travel Wizard User Reguest User
Request Approver Expense User
Expense Approver |:| Autherized Support Contact
Invoice User Invoice Approver
|:| Company Bill Statement User |:| Company Bill Statement Approver
General Settings
Login Name* Password® Verify Password®
(must be suffixed with & valid domain) (Blank to leave unchanged)
PatDavis@RandomVerbs.com
Title First Name* Middle Name Nickname Last Name™ Suffix
B Pat R Davis
Account Activation Date Account Termination Date
02/25/2014
Employee ID Email Address
(required for Expense, invoice or Request User) PatDavis@randomverbs.com

PatDavis

Change Picture

NOTE: The role check boxes (Expense User, Invoice Approver, etc.) may be
hidden to prevent assignment by the administrator — consult your SAP
Concur administrator for more information.

(a

Refer to Adding New Users in this guide for field definitions.
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Update Default Language

> To update default language:

1. On the user administration page, locate the desired user.

2. From the Default Languages list, select the desired language.

Expense and Invoice Settings € Expense Preferences
Couniry of Residence Stat Ledger Reim

Bl Manager Org Unit 4

few User, the information below is what Concur will

bgin I3 is [LOGIN]. You can access the site and change your passwiord using the following ik

Ay youT password the link willimmediately expire. (i wil also expire afler one week)

aTest User? Org Unit 1.Division

Org Unit 6 Gustom 10

will use in the email sent to the user. Change any of the default information as needed before you dlick Save and Notify New User

Subject
Concur Account Information

Login ID = [LOGIN]

First Name = [FIRSTNAME]
Last Name = [LASTNAME]
Login URL = [LOGINURL]

NOTE: Changes made to the Default Language display after the user signs

out and back in again.

3. Click Save.

| Refer to Adding New Users in this guide for field definitions.

Update Mobile Settings

» To update mobile settings:

While editing user information (not while adding a new user), the Mobile Settings

section may appear.

Mobile Settings

Remate wipe mobile device

Select the check box as appropriate.

Note the following:

¢ The Remote wipe mobile device check box (in the Mobile Settings
section) appears only for users who have completed the Mobile Registration

page (entered a PIN).

o If an administrator selects this check box, the user's PIN is set to null (blank).
The next time the user tries to log in, all cached device data is cleared.
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e This flag will also be set automatically by the system if the user enters the
wrong PIN five times. Consecutive failed attempts are tracked on the device.
If the user exceeds five, the PIN is set to null (blank) and all cached device
data is cleared.

Add or Change Expense and Approvers for Pat Davis

Invoice Approvers ve

[

' :z;g;’/::s‘-:hang e Specify the user's approvers.

1. On the user administration | Default approver for your
page, to add Expense and EXPENSE reports.
Invoice approvers, click
Approvers (in the Search by &mplu',r.&e name, email
Expense and Invoice address or logon id.

Settings section). The erryBrown@randomverbs.com - Terry Brow

Approvers window

appears.

NOTE: The cash advance Default approver for your cash advance reguests.
approver field will
only appear if that
feature has been TerryBrown@randomverbs.com - Terry Brown
activated for your
company.

Search by employee name, email address or logon id.

Default approver for yvour authorization requests.

Search by employes name, email address or logon id.

co@randomverbs.com - Chris Collins

| Refer to the Expense: Cash Advance Setup Guide for more
information.

2. Under Default approver for your expense reports, type in the details of
the desired approver. The list displays possible matches.

3. Select the desired approver.

4. Click Copy, if desired. This will copy the expense report approver into all
other approver fields. If the approver does not have the appropriate approver
roles, the fields will not be updated.

5. Select the other approvers, if desired.

6. Click Save.
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Add or Change Request Approvers
> To add or change Request approvers:

1. On the user administration page, click Request Approvers (in the Request
Settings section).

2. Select the desired approver.

3. Click Save.

Add or Change Expense Preferences
> To add or change Expense preferences:
1. On the user administration page, click Expense Preferences (in the

Expense and Invoice Settings section). The Expense Preferences
window appears.

Expense Preferences for Pat Davis

Select the options that define when the user receives email notifications. Prompts are pages that appear when the user selects a
certain action, such as Submit or Print.

Send email when...
The status of a cash advance changes
A cash advance iz submitted for approval

The status of an expense report changes

New company card transactions arrive

v

v

l

v

V| Faxed receipts are successfully received

V| An expense report is submitted for approval

W| The status of an authorization request changes
| An authorization request is submitted for approval

A card feed import completes

Prompt...

For an approver when an expense report is submitted

For an approver when an authorization reguest is submitted

2. Select (enable) or clear (disable) the desired check boxes.

3. Click Save.
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Add or Change Invoice Preferences

» To add or change Invoice preferences:

1. Click Profile > Profile Settings > Invoice Preferences. The Invoice

Preferences page appears.

Invoice Preferences
[ save J| Cancel |

certain action, such as Submit or Print.

Send email when...

The status of a payment request changes.

A payment request is awaiting approval.

A payment request image is received.

A payment request has been assigned.

A payment request has been sent back from Purchasing.

The status of a purchase request changes.

SV Y Y Y YL Y

A purchase request is pending approval.

Prompt...

For approver when submitting a payment request.

#| For adding line items after creating a new payment request.

Images

Display payment request images inline.
® Display payment request images in new window.

Automatically display image when opening a payment request.

Purchase Request/ Invoice (for Tax Validation)

Default Shipping Address : | None v

Select the options that define when you receive email notifications. Prompts are pages that appear when you select a

2. Select (enable) or clear (disable) the desired check boxes.

3. Click Save.

Add or Change Request Preferences

> To add or change Request preferences:

1. On the user administration page, click Request Preferences (in the

Request Settings section).
2. Select (enable) or clear (disable) the desired check boxes.

3. Click Save.

Shared: User Administration User Guide
Last Revised: October 14, 2023
© 2004 - 2024 SAP Concur All rights reserved.

51




Section 4: User Administration Page

Add Expense and Request Delegates

Delegates are shared between Expense and Request. Any additions, deletions, or
changes you make in Expense will affect Request, and vice versa.

MAXIMUM NUMBER OF ASSIGNMENTS AND USING THE EXPENSE PROXY ROLE

Delegates are individuals acting on behalf of a named list of specific users. A
reasonable maximum number of user assignments is 250 per delegate, and that is
what is supported by SAP Concur. Please use the Expense Proxy role when assigning
access for shared service centers: the Expense Proxy role is designed to allow an
individual user to support entire Expense groups within the system.

P To add Expense and Request delegates:

1. On the user administration page, click Expense Delegates. The Expense
Delegates window appears.
Delegates  Delegate For
Expense Delegates for Pat Davis
Delegates are employees who are allowed to perform work on behalf of other employees.
Expense and Request share By assigning permissions to a delegate, you are permissions for Expense and Request
Can
Can Can Can Can Can Preview Receives
Can Book Submit Submit View Can lUse Receives Can Approve For Approval
|:| Name Prepare Travel Reports Requests Receipts Reporting Emails Approve Temporary  Approver Emails
5 e con & BB &
- ]
Miller, Chris
ChrisMiller@randomverbs.com D D D D D
2. Click Add.
3. In the Search by employee name, email address or logon id field, type

in the details of the desired delegate. The list displays possible matches.

Expense Delegates for Pat Davis

Delegates are employees who are allowed to perform work on behalf of other employees.

Search by employee name, email address or logon id.

Expense and Reguest share delegates. By assigning permissions to a delegate, vou are assigning permissicns for Expense and Reguest.

4. Select the desired delegate and configure as required.
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5. Click Save.

6. On the user detail page, click Save.

Delete a User's Delegate Assignments

Delegates are shared between Expense and Request. Any additions, deletions, or
changes you make in Expense will affect Request, and vice versa.

P To delete Expense and Request delegate assignments:

1. On the User Administration page, click Expense Delegates. The Expense
Delegates window appears.

2. Click Delegate For (tab).

3. If deleting less than 50 users, select each name individually or click the select
all check box and click Delete.

elegates Delegate For

JAMES Thomas Can Delegate For

[0 [ s (oo )y

This employee may act as a delegate for the listed empicyees

Can Can Submit Can Submit Can Yiew Receives
Mame Prepare Reports Requests Receipts Emails
EManager_1311, Samuel
EManager_13118concur com

EUserd_1311, Samd
EUserd_13118¢concur.com
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4.

If deleting more than 50 users, click Delete All repeatedly as needed.

egate Delegate For
- —_—

e T - - =

A
!

ANES | NOMas :_\,‘." __}E_'.‘;'::':!f.‘..' mol
m m

This amployes may sct 85 8 oelegate for the bsted employees

Can Can Submit Can Submit Can View Receives
Mame Prepare Reports Regueats Receipts Emails

EManager_1311, Samuoel
EMsnager_1311@concur.com

EUserd_1311, Samd
EUserd 13118concu

_13118concur com

Click Save.

Add Invoice Delegates

Use the following procedure to add delegates in Invoice.

MAXIMUM NUMBER OF ASSIGNMENTS AND USING THE INVOICE PROXY ROLE

Delegates are individuals acting on behalf of a named list of specific users. A
reasonable maximum number of user assignments is 250 per delegate, and that is
what is supported by SAP Concur. Please use the Invoice Proxy role when assigning
access for shared service centers: the Invoice Proxy role is designed to allow an
individual user to support entire Invoice groups within the system.

P To add Invoice delegates:

1.

On the user administration page, click Invoice Delegates. The Invoice
Delegates window appears.

Click Add.

In the Search by employee name, email address or logon id field, type
in the details of the desired delegate. The list displays possible matches.

Select the desired delegate and configure as required.
Click Save.

On the user detail page, click Save.
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Add or Change Reimbursement Method
The Reimbursement Method field provides a way for administrators to indicate what
method the company wants to use to reimburse the employee. The Expense Report
web service uses this as a search term to find reports with the specified employee
Reimbursement Method. It does not impact the accounting extracts. It will appear
only if you have added it to the Employee Form.
» To add or change Reimbursement Method:

1. On the user administration page, in the Expense and Invoice Settings
section, select the desired value in the Reimbursement Method field.

2. Click Save.

Add Expense Authorized Approver or Cost Object Approvers

| IMPORTANT: In order to see the check box or link described below, the user
must have the User Admin rights and the Expense Admin rights; the employee
must have the standard approver role.

EXPENSE AUTHORIZED APPROVER

If a company uses the authorized approver feature in Expense, based on the
company's configuration, the company will see one of these methods - never both.

e Authorized Approver check box

1 Approvers 3| Expense Preferences 2 Invoice Preferences

= ) [Oe=D B TEE P4 Expense Delegates 4 Invoice Delegates  ®3 Company Car

Country of Residence State/Province Ledger Reimbursement Currency
I UNITED STATES Washington DEFAULT I Us, Dollar

Cash Advance Account Code Driver ID Is a Test User? Org Unit 1-Division
10799

Org Unit 2-Department Org Unit 3-Region Custom 13-Payroll ID Choose Vendor Access Group 1
Choose Vendor Access Group 2 Choose Vendor Access Group 3 Bl Manager

Defaut Language
English (United States) m

Manager Approval Limit Approval Limit Currency
V] Authorized Approver EI

When you select the check box, the Manager Approval Limit field and the
Approval Limit Currency list appear. Make the appropriate choices and click
Save.

NOTE: This method can be used only for limit-based authorized approvers. It
cannot be used for exception-based authorized approvers.
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Authorized Approval Limits link

3 Approvers (834 Authorized Approval Limits) %3 Expense Preferences $3 Invoice Preferences

D R =D S 4 Expense Delegates '3 Invoice Delegates %3 Company Car

Country of Residence State/Province Ledger Reimbursement Currency
I UNITED STATES Washington DEFAULT I Us, Dollar
Cash Advance Account Code Driver ID |= & Test User? Org Unit 1-Division

10799

Org Unit 2-Department Org Unit 3-Region Custom 18-Payroll ID Choose Vendor Access Group 1

Choose Vendor Access Group 2 Choose Vendor Access Group 3 Bl Manager

Default Language
English (United States) =

When you click the link, the Authorized Approval Limits window appears.

Authorized Approval Limits

Authorized IExpense Report Authorized Approve
Approver Type:

Fitter: Enter part of an kem Name to fitter child tems

Can approve
exception:
4 {—] Global

+ [_] Development (DEV)
» [ Marketing (MKTG)
- [_] Sales (SALE)

Approval Limit

Currency: US, Dollar

Amount: 20000

Delete C]

On the left side, select the appropriate level in the hierarchy.

On the right side:

+ For exception-based approvers, select (enable) the Can approve
exception check box. (The actual exception levels are defined on the
Authorized Approvers tab in Workflows.)

¢+ For limit-based approvers, select the desired currency and enter the
amount.

¢ If an approver has both types of approval authority, define both.
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EXPENSE COST OBJECT APPROVERS

|  IMPORTANT: In order to see the link described below, the user must have the
User Admin rights and the Expense Admin rights; the employee must have the
standard approver role.

If the Cost Object Approver feature is activated, the Authorized Approval Limits
link appears.

. . 4 Approvers (T3] Authorized Approval Limits) 3] Expense Preferences 3 Invoice Preferences ' Expense Delegates
Expense and Invoice Settings o L pERc 2 ' G g
H Invoice Delegates 3 Company Car
Country of Residence State/Province Ledger Reimbursement Currency Cash Advance Account Code
I UNITED STATES ‘Washington DEFAULT I US, Dollar 10759
Driver ID I a Test User? Org Unit 1-Division Org Unit 2-Department Org Unit 3-Region
Custom 19-Payroll ID Choose Vendor Access Group 1 Choose Vendor Access Group 2 Choose Vendor Access Group 3 Bl Manager

Default Language
English (United States) B

When you click the link, the Authorized Approval Limits window appears.

Authorized Approval Limits x
Authorized Approver I o)
Type:
Expense Report Authorized Approver
Expense Report Cost Object
Fiter: Inveice Authorized Approver Can approve
VO i exception:
. £ Global Inveice Cost Object

Purchase Request Authorized Approver _—
Approval Limit
Purchase Request Cost Object

Currency: Select one

Amount: 0

On the left side, select the appropriate level in the hierarchy.

On the right side:
e For limit-based cost object approval, select a currency and enters an amount.

e For level-based cost object approval, enter a level.
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NOTE: The cost object configuration defines the type — either limit or level. If you
complete both areas in this window - the Approval Limit area and the Level field -
Expense will use the one that applies to your configuration and ignore the other.

Add Invoice/Purchase Request Authorized Approvers or Cost Object
Approvers

| IMPORTANT: In order to see the check box or link described below, the user
must have the User Admin rights and the Invoice Admin rights; the employee
must have the standard approver role.

INVOICE/PURCHASE REQUEST AUTHORIZED APPROVER

If a company uses the authorized approver feature in Invoice, based on the
company's configuration, the company will see one of these methods - never both.

e Authorized Approver check box

4| Approvers ® Expense Preferences ¥ Invoice Preferences

ST ST [ee S 4 Expense Delegates  # Invoice Delegates 3 Company Car

Country of Residence State/Province Ledger Reimbursement Currency

I UNITED STATES Washingten DEFAULT | US, Dollar

Cash Advance Account Code Driver IO | a Test User? Org Unit 1-Division

10799

Org Unit 2-Department Org Unit 3-Region Custom 19-Payroell ID Choose Vendor Access Group 1
Choose Vendor Access Group 2 Choose Vendor Access Group 3 8l Manager

Defautt Language
English {United States) F[

Manager Approval Limit Approval Limit Currency
Authorized Approver B

When you select the check box, the Manager Approval Limit field and the
Approval Limit Currency list appear. Make the appropriate choices and click
Save.

NOTE: This method can be used only for limit-based authorized approvers. It
cannot be used for exception-based authorized approvers.

e Authorized Approval Limits link

. . 4 Approvers (€4 Authorized Approval Limitg) 4 Expense Preferences 4 Invoice Preferences

Expense and Invoice Settings o pprov peroy " P ’
H Expense Delegates ¥4 Invoice Delegates ¥4 Company Car

Country of Residence State/Province Ledger Reimbursement Currency

I UNITED STATES Washington DEFAULT I US, Dollar

Cash Advance Account Code Driver ID s & Test User? Org Unit 1-Division

10788

Org Unit 2-Department Org Unit 3-Region Custom 19-Payroll ID Choose Vendor Access Group 1

Choose Vendor Access Group 2 Choose Vendor Access Group 3 Bl Manager

Default Language

Englsh (United States) [~]
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When you click the link, the Authorized Approval Limits window appears.

Authorized Approval Limits

Authorized IExpense Report Authorized Approve
Approver Type:

Fitter: Enter part of an tem Name to filter child tems

Can approve 7
exception:
4 {7 Global
> [_] Development (DEV) Approval Limit
» [_] Marketing (MKTG) ]
+ (0] Sales (SALE) Currency: US, Dollar
Amount: 20000

Delete

On the left side, select the appropriate level in the hierarchy.

On the right side:

+ For exception-based approvers, select (enable) the Can approve
exception check box. (The actual exception levels are defined on the
Authorized Approvers tab in Workflows.)

¢ For limit-based approvers, select the desired currency and enter the
amount.

+ If an approver has both types of approval authority, define both.

INVOICE/PURCHASE REQUEST COST OBJECT APPROVERS

| IMPORTANT: In order to see the link described below, the user must have the
User Admin rights and the Expense/Invoice Admin rights; the employee must
have the standard approver role.

If the Cost Object Approver feature is activated, the Authorized Approval Limits
link appears.

. , 4 Approvers (T3 Authorized Approval Limits) 3 Expense Preferences 3 Invoice Preferences ' Expense Delegates
Expense and Invoice Settings by L et 2 ' G g
H Invoice Delegates 53 Company Car
Country of Residence State/Province Ledger Reimbursement Currency Cash Advance Account Code
I UNITED STATES Washington DEFAULT l US, Dollar 10759
Driver ID | a Test User? QOrg Unit 1-Division Org Unit 2-Department Org Unit 3-Region
Custom 18-Payroll ID Choose Vendor Access Group 1 Choose Vendor Access Group 2 Choose Vendor Access Group 3 Bl Wanager
Default Language
English (United States) B
Shared: User Administration User Guide 59

Last Revised: October 14, 2023
© 2004 - 2024 SAP Concur All rights reserved.




Section 4: User Administration Page

When you click the link, the Authorized Approval Limits window appears.

Authorized Approval Limits

ice Authorized Approver]
Expense Report Authorized Approver
Expense Report Cost Object
Fitter: EInvoice Authorized Approver Can approve
Invoice Cost Object euception:
Purchase Request Authorized Approver

Authorized Approver I
Type:

» ] Global

Approval Limit

Purchase Request Cost Object
Currency: Select one
Amount: o

On the left side, select the appropriate level in the hierarchy.

On the right side:
e For limit-based cost object approval, select a currency and enters an amount.

e For level-based cost object approval, enter a level.
NOTE: The cost object configuration defines the type - either limit or level. If you

complete both areas in this window - the Approval Limit area and the Level field -
Invoice will use the one that applies to your configuration and ignore the other.

Add Request Authorized Approvers

| IMPORTANT: In order to see the check box or link described below, the user
must have the User Admin rights and the Expense Admin rights; the employee
must have the standard Request approver role.

If a company uses the authorized approver feature in Request, based on the
company's configuration, the company will see one of these methods - never both.

e Authorized Approver check box

Request Settings 3 Request Approvers ¥t Request Preferences

Manager Approval Limit Approval Limit Currency )

When you select the check box, the Manager Approval Limit field and the
Approval Limit Currency list appear. Make the appropriate choices and click
Save.

NOTE: This method can be used only for limit-based authorized approvers. It
cannot be used for exception-based authorized approvers.
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e Authorized Approval Limits link

Request Settings 1 Request Approvers @ﬁ.uthorized Approval Lim@ 3 Request Preferences

When you click the link, the Authorized Approval Limits window appears.

; \y it e x
Authorized Approval Limits
Authorized IRequestAuthorized Approver
Approver Type:
Fitter: Can approve
exception:
4 ] Global

> [_] Development (DEV) Approval Limit
[ Marketing (MKTG}

) Currency: 5
+ [_] Sales (SALE) Cy Select one

Amount: o

On the left side, select the appropriate level in the hierarchy.

On the right side:

+ For exception-based approvers, select (enable) the Can approve
exception check box. (The actual exception levels are defined on the
Authorized Approvers tab in Workflows.)

+ For limit-based approvers, select the desired currency and enter the
amount.

+ If an approver has both types of approval authority, define both.

Reactivating a User

The administrator can activate a user that was previously deactivated on the User
Details page. There are two common requirements:

e The existing user account needs to be reactivated. This means this employee
will have one user account in Travel & Expense.

e A new user account needs to be created, using the original login and email
address but keeping the original, now deactivated user. This means this
employee will have two user accounts in Travel & Expense.
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P To reactivate a user account:

1. On the user administration page, locate the desired user.

| see | sesmanen | cancu |
| Travel Wizard User | Request User
| Reguest Approver | Expense User
J| Expense Approver Authorized Support Contact
¥ invoice User ¥| Invoice Approver

| Company Bill Statement User Company Bill Statement Approver

General Settings
Login Name* Password® Verity Password”
{must be suffixed with & valid domain) (Blank to leave unchanged)

PatDavis@Random\Verbs com

Tithe First Name"* Middie Name Nickname Last Name" Sutfic
: Pat R Davis T

Account ic‘.:-mnn?:-a'.e Account Termination Date

027282014

Employee D g =% 1

(required for Expense, Imvoice or Request User) PatDavis@randomverbs.com

PatDavis Change Picture

NOTE: The role check boxes (Expense User, Invoice Approver, etc.) may be
hidden to prevent assignment by the administrator — consult your SAP
Concur administrator for more information.

2. Clear the Account Termination Date field.

A process runs during the Overnight Processing Period that will activate the user. The
user will be able to log in after the process has run.

NOTE: You cannot use the Concur Standard Employee Import to reactivate a
terminated user. Reactivation must be done using the User Administration
tool. Attempting to reactivate an employee using the Concur Standard Import
where the imported employee has the same Login ID or Email address as an
existing terminated user will result in a failure in the import process. Once
you reactivate the employee using the User Administration tool, you may use
the Concur Standard Employee Import to make updates to the user's
information.
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P To create a new user account using the same login and email:

1. On the user administration page, locate the desired user.

Save and New Cancel

<

V| Travel Wizard User Request User

g

V| Reguest Approver Expense User

V| Expense Approver Authorized Support Contact

&

V] Invoice User Invoice Approver

Company Bill Statement User Company Bill Statement Approver

General Settings

Login Name* Password® Verify Password*

(must be suffixed with a valid domain) (Blank to leave unchanged)

PatDavis@RandomVerbs com

Title First Name* Middle Name Nickname Last Name* Suffee
Pat R Davis

Account Activation Date Account Termination Date

0272572014

Employee ID Email Address

(required for Expense, invoice or Request User) PatDavis@randomverbs.com

PatDavis Change Picture

NOTE: The role check boxes (Expense User, Invoice Approver, etc.) may be
hidden to prevent assignment by the administrator — consult your SAP
Concur administrator for more information.

2. Change the value in the Login Name field.

NOTE: The login name must be unique across all SAP Concur products. If a
login name is currently in use in any SAP Concur product, it cannot be
assigned again unless the original occurrence is changed. For example,
assume that a login name was assigned in error. That login name can
only be used again if an admin (either manually or via import)
renames the original occurrence, allowing the login name to be used
again.

3. Change the value in the Email Address field to match.

4, Click Save.

5. Create a new user with the desired Login and Email by following the steps in
the Adding New Users section of this guide.

| Refer to the Shared: Employee Import Specification.
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Section 5: User Permissions
The User Administrator can assign basic user permissions using the User Role check

boxes on the user details page. The administrator can assign the full list of
permissions using the user permissions page.

Accessing the User Permissions Page

The user permissions page displays tabs for all configured SAP Concur products, such
as Travel, Expense, or Invoice.

P To access the user permissions page:
1. Click Administration > Company > Company Admin.

2. In the left menu, click User Permissions.

Administration ~ | Help ~

SAPConcur [C] | Requests  Travel  Expense  Iwoice  Approvals  Repoting~  AppCenter  Links ~ ®
Profile ~
-
Company = Request Expense - Invoice
Company Admin Home Travel | Expense | Requesl | Invoice | Reporiing || Supplier Portal

Company Admin
Step1. Modify Roles By Step2. Search Text Search What

Approval Queues
Billing Administrator User Name v Name, Email, Log-in v
Company Locations
pany Step3. User Name Io Assign Roles Show Users in Only This Employee Group
Menu Administrator Configuration
Org Unit Admin Al Users | Can Access v
Report Admin
Text Customization Roles
Security Keys
Password Administrator Available Roles Roles for this User Groups

Manage Custom Fields
Calendar Integration Admin
Company Settings

Share Custom Fields

Login URL Manager

User Administration
User Administration
Add User
Self-Registration Setup
Self-Registration Approval
Send Mobile Instructions

User Permissions

Company Groups

Managing Roles by User Name

The Permissions administrator can select users by name, then assign or remove the
available roles.

P To add a role by user name:

1. On the user permissions page, in the Modify Roles By list, select User Name.
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Travel || Expense || Request || Invoice

EED

Step1

Reporting

Modify Roles By:

User Name]

EUser Name
Role

Available Roles

Supplier Portal

—.

Step2. Search Text:

Roles for this User

Search What

Name, Email, Log-in
Show Users in Only This Employee Group
Configuration:

All Users | Can Access

Groups

2. In the Search area, enter the desired user's information. Entering one letter
will cause the system to search for data in the selected fields that start with
that letter. Entering a comma separated list will search for any value in the
list.

Travel | Expense || Request || Invoice | Reperting || Supplier Portal
Step1. Modify Roles By: Step2. Search Text: Search What:
User Name davis{ Name, Email, Log-in
Step3. User Name to Assign Roles: Show Users in Only This Employee Group
Configuration
AllUsers | Can Access
Available Roles Roles for this User Groups

3. Click Search.

4, In the User Name to Assign Roles field, select the desired user (if there is
more than one).

5. Select the desired role(s) in the Available Roles field. You can select more

than one non-group aware role to assign. Only one group aware role can be

assigned at a time.

Travel || Expense | Reguest || Invoice

EIE

Step1. Modify Roles By:

User Name

Step3. User Name to Assign Roles:
Davis, Pat R

Ayailable Roles »

Attendee Administrator
Authorization Request Administrator
Authorization Request Approver
Budget Administrator

Budget Approver

Card Program Administrator

Reporting

Supplier Portal

Step2. Search Text:

davis

Roles for this Usera

Attendee Administrator (Read Only)

Cligbook User

Expense Approver

Expense Cash Advance Administrator

Expense Configuration Administrator (Restricted)

Expense Processor

Search What:

Name, Email, Log-in

Show Users in Only This Employee Group
Configuration:

AllUsers | Can Access

Groups

Global

m

Global

Global

Global
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Section 5: User Permissions

If the role is group-aware then the Groups to be Assigned to User(s) for

the Selected Role(s) list appears.

Travel | Expense || Reguest | Invoice Reporting Supplier Portal

EIE

Step1. Modify Roles By: Step2. Search Text: Search What:

User Name davis Name, Email, Log-in

Step3. User Name to Assign Roles:
Davis, Pat R Configuration:

AllUsers | Can Access

Available Roles » Roles for this Users Groups
Attendee Administrator - Attendee Administrator (Read Only) Global
Authorization Request Administrator Cligbook User

Authorization Request Approver Expense Approver

Budget Administrator Expense Cash Advance Administrator Global
Budget Approver Expense Configuration Administrator (Restricted) Global
Card Program Administrator - Expense Processor Global

Groups to be Assigned to User{s) for the Selected Role(s)
Global-Marketing
Global

Development

Show Users in Only This Employee Group

mn

The list defaults with the Global group configuration name. If want to

modify

this, click Modify in the Groups area to select the group that the role applies

to. The Select Groups window appears.

Select Groups

Groups to be Azsigned to User(g) for the Selected Role(s)

Development

Global

0|00 (=

Global-Marketing

It lists available group configuration names that can be applied to the role.

The group configuration can include one or more groups that use the
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configuration. It is the group configuration that actually controls what groups
this role applies to.

7. Select the desired group configuration name.

8. Click Done.

9. Click Add to assign the role(s) to the user.

P To remove a role by user name:

1. On the user permissions page, in the Modify Roles By list, select User Name.

2. In the Search area, enter the desired user's information. Entering one letter
will cause the system to search for data in the selected fields that start with
that letter. Entering a comma separated list will search for any value in the

list.

3. Click Search. This populates the User Name to Assign Roles field.

4. In the User Name to Assign Roles field, select the desired user.

5. Select the desired role in the Roles for This User field.

Travel | Expense | Reguest | Invoice

E3 2

Step1. Modify Roles By

User Name

Step3. User Name to Assign Roles:

Davis, Pat R

Available Roles a

Attendee Administrator
Authorization Request Administrator
Authorization Request Approver
Budget Administrator

Budget Approver

Card Program Administrator

Global

Reporting || Supplier Portal

Step2. Search Text:

davis

Roles for this Users

Aftendee Administrator (Read Only)

Cligbook User

XpEnse APprover

Expense Cash Advance Administrator

Expense Configuration Administrator (Restricted)

- Expense Processor

Groups to be Assigned to User(s) for the Selected Role(s)

Search What.

Name, Email, Log-in

Show Users in Only This Employee Group
Configuration:

All Users | Can Access

Groups

Global -

m

Global

Global

Global -

6. Click Remove to remove the role from the user.

» To change the group assignment for a role:

The administrator can change the groups that a role is assigned, without removing

the role.

1. In the user permissions section, select the desired role.
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Travel | Expense | Reguest | Inveice

EES

Step1. Modify Roles By

User Name

Step3. User Name to Assign Roles:
Davis, Pat R

Available Roles «

Reporting

Aftendee Administrator

Authorization Reguest Administrator

Authorization Request Approver

Budget Administrator

Budget Approver

Card Program Administrator

&

Supplier Portal

Groups to be Assigned to User(s) for the Selected Role(s)

Step2. Search Text:

davis

Search What

Mame, Email, Log-in

v

Show Users in Only This Employee Group

Configuration:
AllUsers | Can Access ~
Roles for this Users Groups
Gﬂandea Administrator (Read Only) Global
Cligbook User
Expense Approver
Expense Cash Advance Administrator Global
Expense Configuration Administrator (Restricted) Global
Expense Processor Global -

Global

2. Click Modify in the groups area. The group selection window appears:

Select Groups

|:| Groups to be Assigned to User(s) for the Selected Role|s)

Development

Global

Global-Marketing

4, Click Done.

5. Click Modify.

3. Select the appropriate groups.
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Travel || Expense Request | Invoice Reporting Supplier Portal

Step1. Modify Roles By: Step2. Search Text: Search What:

User Name dav Name, Email, Log-in m

Step3. User Name to Assign Roles: Show Users in Only This Employee Group
Davis, Pat R Configuration

AllUsers | Can Access

Available Roles « Roles for this Usera« Groups

Attendee Administrator it Aftendee Administrator (Read Only) Global w

Authorization Reguest Administrator Cligbook User

n

<< Remove

Authorization Reguest Approver Expense Approver

Budget Administrator Expense Cash Advance Administrator Global

Budget Approver Expense Configuration Administrator (Restricted) Global

Card Program Administrator - Expense Processor Global -

Groups to be Assigned to User(s) for the Selected Role(s)

Development

Global-Marketing

6. Click Save.

Managing Roles by Role

The Permissions administrator can select roles by name, view all users with the role,
and assign users to the role.

> To add a role by role:

1. In the user permissions section, in the Modify Roles By list, select Role.

Travel | Expense | Reguest | Invoice | Reporting | Supplier Portal

Step1. Modify Roles By: Step3. Search Text: Search What:

E davis Name, Email, Log-in
Role
S U I SR e Show Users in Only This Employee Group

Configuration
Select One . t:? 9

AllUsers | Can Access

Users without this Role « Users with this Role « Groups

2. In the Role to Assign to Users area, select the desired role.

3. Click Search. The Users without this Role and Users with this Role fields
are populated.

4. Select the desired user(s) in the Users without this Role field. More than
one user can be selected when assigning the role.
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5.

Travel | Expense || Request | Invoice | Reporting || Supplier Portal

Step1. Medify Roles By: Step3. Search Text: Search What:

Role MName, Email, Log-in
Step2. Role to Assign to Users: Show Users in Only This Employee Group

Aftendee Administrator Configuration:

AllUsers | Can Access

Users without this Role « Users with this Role « Groups
@mm‘ Ursula D )‘ Boyce, Phillip Global
Allen, Bea D Brown, Terry L Global
Armstrong, Stephen Cole, Kenneth Global
Bertrand, Claude Colling, Chris L Global

Bradford, Blake R

Bright, Joshua D -

(v )

Groups to be Assigned to User(s) for the Selected Role(s)
Global-Marketing
Global

Development

If the role is group-aware then the Groups to be assigned to User(s) for
the Selected Role(s) list appears. The list defaults with the Global group
configuration name. If want to modify this, click Modify in the Groups area to
select the group that the role applies to. The Select Groups window appears.
It lists available group configuration names that can be applied to the role.
The group configuration name can include one or more groups that use the
configuration. It is the group configuration that actually controls what groups
this role applies to.

Select Groups X

Groups to be Assigned to User(s) for the Selected Role(s)

Development

Global

Global-Marketing
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6. Select the desired group configuration name.

7. Click Done.

8. Click Add to assign the role to the user.

P To remove a role by role:

Section 5: User Permissions

1. In the user permissions section, in the Modify Roles By list, select Role.

2. In the Role to Assign to Users field, select the desired role.

3. Click Search. The Users without this Role and Users with this Role fields

are populated.

B

Select the desired user in the Users with this Role field.

Travel | Expense Reguest | Inveice

Cancel

Step1. Modify Roles By:
Role

Step2. Role to Assign to Users:

Aftendee Administrator

Users without this Role «
Allen, Bea D

Armstrong, Stephen
Bertrand, Claude

Bradford, Blake R

Bright, Joshua D

Brown, Jesse

Groups to be Assigned to User(s) for the Selected Role(s)

Step3. Search Text:

Users with this Role «

Admin, Ursula D

Boyce, Phillip
Brown, Terry L
Cole, Kenneth

Collins, Chris L

Search What:

Name, Email, Log-in
Show Users in Only This Employee Group
Configuration:

AllUsers | Can Access

Groups

Globak-Marketing i
Global
Development

Global

m

Global

Global

Global &2

5. Click Remove to remove the role from the user.

> To change the group assignment for a role:

The administrator can change the groups that a role is assigned, without removing

the role.

1. In the user permissions section, select the desired user.
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Travel | Expense || Reguest || Invoice | Reporting | Supplier Portal

Step1. Modify Roles By: Step3. Search Text: Search What:

Role hd Name, Email, Log-in v

Step2. Role to Assign to Users: Show Users in Only This Employee Group

Confi tion:
Aftendee Administrator v onfiguration:

AllUsers | Can Access b

Users without this Role « Users with this Role «

Groups

Allien, Bea D

|- Admin, Ursula D Global-Marketing =
(] Global
Armstrong, Stephen Development

Bertrand, Claude

»

Boyce, Philip Global =
Bradford, Blake R Brown, Terry L Global
Bright, Joshua D Cole, Kenneth Global

Brown, Jesse & Collins, Chris L

Global =2

Groups to be Assigned to User(s) for the Selected Role(s)

Click Modify in the groups area. The Select Groups window appears:

Select Groups x

Groups to be Assigned to User(s) for the Selected Role(s)
Development

Global

Global-Marketing

3. Select the appropriate groups.
4. Click Done.

5. Click Modify.
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Section 6: Viewing a History of Changes Made to an Employee

Travel | Expense Reguest | Inveice Reporting Supplier Portal

Step1. Modify Roles By: Step3. Search Text Search What:

Role Name, Email, Log-in
Step2. Role to Assign to Users: Show Users in Only This Employee Group
Configuration
Aftendee Administrator <
All Users | Can Access
Users without this Role Users with this Role « Groups
Allen, Bea D it | | Admin, Ursula D Development |
{ Modify > )
Armstrong, Stephen Boyce, Philip Global
<= Remove
Bertrand, Claude Brown, Terry L Global
Bradford, Blake R Cole, Kenneth Global
Bright, Joshua D Coliins, Chris L

Global
Brown, Jesse =

Groups to be Assigned to User(s) for the Selected Role(s)

Global-Marketing

Development

6. Click Save.

Section 6: Viewing a History of Changes Made to an
Employee

Reporting on User Changes

Changes to user details and roles are logged and reportable. You can view the
history of changes through reports created in Analysis.

e To view user detail changes, create a report using the fields in the Expense
> Lists > Travel Employee History table.

e To view user role changes, create a report using the fields in the Expense >
Lists > Employee Role History table.

2R Refer to the Data Model - Expense Folder chapter of the Analysis/Intelligence
guide for more details.

Viewing a Report Detailing Changes Made to an Employee

Changes made to a user, such as password changes or similar, are available by
running a report in Travel. This option is only available to clients using the integrated

Travel and Expense solution because it requires administrative access within Travel
to assign, run, and view the reports.
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These reports are available:

e User Profile Changes Version 2: Detailed report of changes made at the
Profile level

e User Preference Changes Version 2: Detailed report of changes made at
the Profile level

Assigning and Running the Reports for Display

To assign the report, the Travel Report Admin role navigates to Administration >
Company > Report Admin. They then select how the reports are assigned - via the
report, specific to a single user, or in bulk by Group.

Administer Report Permissions

Maodify by: Report Name

Report Name B Please select a report B

Report Name
Groups
Rule Classes

L

Users, Rule Classes and Groups UsersiGroups with this Report

]
Back to Admin
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In the figure below, the user is selected, and reports assigned to them using the Add

button:

Administer Report Permissions

Modify Reporis by: User Name

Users . Brown, Terry L

Available Reports

Concur TripLink — Concur TripLink Travel Policy Exceptions -
Concur TripLink — Concur TripLink Users with Validated Email

Concur TripLink — Price-to-Beat by tinerary

Concur TripLink — Travel Points by tinerary

General — Admin Password Changes

General — Assistants in Company

‘General — Company Locations

General — Corporate Privacy Agreement Acceptance

General — Credit Card Changes

General — Employee Company Groups

General — Employee Custom Fields

General — Employee Details

General — Employee Details (Extended)

General — Employee Details (Extended) Sim

General — E-Receipt Enabled Employees =

Reports Assigned to Groups to which the User Belongs

Reports Aszsigned directly to this User

Concur TripLink — Concur TripLink By Air Supplier

Concur TripLink — Concur TripLink By Car Supplier

Concur TripLink — Concur TripLink By Hotel Supplier

Concur TripLink — Concur TripLink By Rail Supplier

Concur TripLink — Concur TripLink Supplier Summary by User
Concur TripLink — Concur TripLink Travel Policy Exceptions
Concur TripLink — Concur TripLink Users with VValidated Email
Concur TripLink — Price-to-Beat by tinerary

Concur TripLink — Travel Points by ftinerary

»

m

General — Concur Best Practices Dashboard -

Back to Admin

The user assigned the reports may now run them by navigating to Reporting >
Travel Reports and selecting a report to run. In the figure below, the Admin
Password Changes report is selected:

ation v | Help +
App Center
PP Profile + &

SAP Concur .

Approvals Reporting -

Travel Reports Concur Insight Premium

Concur TripLink

Admin Password Changes

Concur TripLink By Air

Supplier _
- i Show this Report by defautt
Concur TripLink By Car
Supplier o This report shows the employees in your company whose password was changed during the time period specified, where somzone other than the employee himvherself changed the password. Whie most
Concur TripLink By Hotel cases of password changes will be benign, this report can be a fraud prevention taol by looking for cases where administrators in your company have taken control of user accounts
Supplier
Concur TripLink By Rail PLEASE RUN THIS REPORT FOR NARROVY DATE RANGES OHLY - Large date ranges wil lkely timeout. If this report is run on a monthly basis then there is no need to check prior to that time range.
Supplier Date Range
Concur TripLink Supplier Allvear B 2014 B HTHL (display to Screen)

Summary by User

Concur TripLink Travel Policy
Exceptions

Concur TripLink Users with
Validated Email
Price-to-Beat by ltinerary
Travel Points by Itinerary

Genera

Admin Password Changes

Concur Best Practices
Dashboard

Expiring Credit Cards

Trave

Car Rental Details
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Setting the Default Report View

Open a report and click Show this Report by default to force the next display to
automatically open to the selected report. In the figure below, the Admin Password
Changes report is selected for automatic display:

Administration » | Help +

SAP Concur @ equests Travel Expe Invoice Approvals Reporting ~ App Center .

Profile ~

Travel Reports Concur Insight Premium

Concur TripLink

Admin Password Changes
Concur TripLink By Air

ST '®| Show this Report by defau
Concur TripLink By Car E
Supplier

This report shows the employees n your company whose password was changed during the time period specified, where someons other than the mployes himvherself changed the password. Whils most

Concur TripLink By Hotel cases of password changes will be benign, this report can be a fraud prevention tool by looking for cases where administrators in your company have taken control of user accounts.
Supplier
PLEASE RUN THIS REPORT FOR HARROW DATE RANGES ONLY - Large date ranges will likely tmeout. If this report is run on a monthly basis then there is no need to check prior to that time range
Concur TripLink By Rail
Supplier Date Range

Concur TripLink Supplier Allvear B 2014 B HTNL (display to Screen) B

Summary by User

Concur TripLink Travel Policy
Exceptions

Concur TripLink Users with
Validated Email

Price-to-Beat by Itinerary
Travel Points by Itinerary

Genera

Admin Password Changes

Concur Best Practices
Dashboard

Expiring Credit Cards

Trave!

Car Rental Details

Section 7: Special Cases

This section covers information about special situations.

When a Payee is Terminated During the Reimbursement Process

When a payee is terminated and has outstanding expense reports:

e A user with the Expense Proxy Logon role should submit any unsubmitted
expense reports for the employee.

e The employee should be marked Inactive in User Administration.

e Expense Pay will process the payment demands normally.
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